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EXECUTIVE OVERVIEW

The Arizona Statewide Communications Interoperability Plan (SCIP) serves as a reference for
public safety officials by describing the status of interoperable communications throughout
Arizona and by documenting the specific goals and objectives Arizona has established to
improve public safety communications.

Arizona developed the initial version of the SCIP in 2007, beginning with a high-level plan
introduced at a Statewide Interoperability Executive Commj SIEC) meeting in July 2007.
After a series of meetings and forums, this SCIP was ap y the Public Safety
Communications Advisory Commission (PSCC) in an eeting on November 28, 2007. In
July 2008, oversight of the PSCC transitioned to th
Communications (PSIC) Office of the Arizona G tion Technology Agency
(GITA). Inits new role, the PSIC Office identifj the SCIP in order to
address known gaps in the Plan and to doc

strategic communications initiatives.

The PSCC, SIEC, and this Plan encourage |
planning efforts in support of inter
and long-term goals of the PSCC
required to implement the vision of
agencies/organizations need in orde
divided into five sections;

art|C|pat Antegral to
jcati |s SCIP ad es the short-

1. Introductio

2. Backgro [ [ regions to set the context for
the rest of . Thi view i summari major geographic,

) at impact interoperable communications
Arizona’s regional entities, including
nd Security (AZDOHS) Homeland
UASI ) areas, and police, fire, and

hold regular public meetings and workshops to discuss
dations for advancing statewide communications

Standing workgroups of the PSCC and SIEC are tasked to address
interoperability issues in detail.

c. The PSIC Office supports all of these groups and receives recommendations
from them regarding work plans related to the development of systems and
strategies for providing interoperability for public safety communications.

d. The PSIC Office meets regularly with its State agency partners and also
supports a statewide Outreach Program providing regular and effective dialogue
with Arizona public safety and service agencies/organizations.
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4. Current Statewide Assessment -- In recent years, Arizona has commissioned and
executed several studies to ascertain and document the current status of public safety
communications statewide. These studies recognize successful endeavors that could
be leveraged moving forward, and identify gaps hindering interoperability that need to
be mitigated or rectified through future initiatives and planning efforts. This section
synopsizes key findings from these assessments to describe the current status of
Arizona’s interoperable communications capabilities. Summaries of key findings are
divided into five categories:

a. Governance — the relationship of the various badies in the interoperable
communications governance structure, incl he PSCC, SIEC, and the PSIC
Office. Applicable Memorandums of Un ing (MOUs) and Memorandums
of Agreement (MOAs) are described. 4,

b. Standard Operating Procedures (S mh&ess for developing statewide
SOPs, requirements for Nationa nt Mana nt System (NIMS)
compliance, and identifying ¢ OPs for intero ble communications.

c. Technology —a summary ared systems curreRtlin operation in

d. Training & Exercis
opportunities, inclu

| rather than as an over-

ng-term, for improving

g existing asgets, agreements, and funding
nt management guidelines are defined,
ing interoperability are introduced.

The S ed blueprint planning efforts which provide the opportunity
for all leve * ether and consolidate their communications needs,
based on ris olving future requirements. This Plan provides a
mechanism for ¢ ed issues and assess future common needs.
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1.0 INTRODUCTION

The 2001 and 2003 National Task Force on Interoperability characterized and documented the
current state of communications systems and interoperability across the United States during
times of crisis and the problems affecting public and private agencies responsible for
responding to and mitigating such events. The identified proﬂems included:

1. Incompatible and aging communications equipmeni—=
2. Limited and fragmented funding to support com lons systems replacement or

upgrades
o‘tion
t acts of terror,

Limited and fragmented communications siMJa
violence, natural and other catastrophic event i validate and

Lack of or inadequate inter-agency coordifation and c
Inadequate coverage or reliability
Limited and fragmented radio spec

o0 AW

communications problems.

Before the Arizona (AZ) Public S icati isory Commission (PSCC) was
officially established, a : i na should address
interoperability as a s priori rte 3 oc community of interest. In

nity of interest by creating the
C) as suggested by the September 11,
sion (FCC) by the Public Safety Wireless

of Homeland Security’s Office of Emergency

munications Technical Assistance Program (OEC/ICTAP)
meeting. After a series of meetings and forums, this SCIP
was approved by the P pen meeting on November 28, 2007.

A.R.S. §41-3541 and §41-3 transitioned oversight of the PSCC to the Public Safety
Interoperable Communications (PSIC) Office of the Arizona Government Information
Technology Agency (GITA). Inits new role, the PSIC Office identified the need to update the
SCIP in order to address known gaps in the Plan and to document updated approaches to
tackling statewide strategic communications initiatives. The update process began in July
2009, culminating in this updated version of the SCIP.

reviewed the plan an

! http://www.azgita.gov/psic/about/law.htm
2 http://www.azgita.gov/psic/about/law.htm
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The SCIP sustains the momentum created by the PSCC and SIEC planning efforts by
maintaining long-standing local, regional, tribal and State planning within the statewide
process. The PSCC, SIEC, and this Plan encourage local participation integral to Arizona’s
strategic planning process. This SCIP contains the short- and long-term goals of the PSCC
and SIEC. This SCIP therefore houses the defined and actionable strategies required to
implement the vision of statewide access to the interoperability needed to protect and serve the
citizens of Arizona.

Throughout this document, “public safety and service agencies/organizations” will be used to
refer to police, fire, and Emergency Medical Service (EMS) ncies, as well as other
municipal, county, state, tribal, and federal agencies perf ublic safety or public service
activities. Arizona may also determine that select non- ental organizations (NGOs)
performing public safety and/or service activities are ed into this definition on an as-
needed basis -

: A Y W

. y -
SCIP Point of Contact
e point of contact fo

tatewide Int ﬁ operabilit

document within the
rdinator (SWIC).

tes, deletions,

Arizona has designated Lisa Dee Meyers
PSIC Office. Ms. Meyerson also serves as t

For authorization to further distribuie copies of t r questions,

inf as follows:

Name: Lisa Dee Me
Titles:
Office:
Agency:
Telephone

nd PSIC Office Manager
ns Office
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2.0 BACKGROUND

This section provides an overview of Arizona and its regions to set the context for the rest of
the Plan. This overview includes summaries of major geographic, demographic, and
infrastructure elements that impact interoperable communications across Arizona.

2.1 State Overview

2.1.1 Geography

Arizona, located in the southwestern United Stateg,. iS%0 the east by New Mexico, to
the north by Utah, to the north and west by N alifornia, and to the south
by Mexico (see Figure 2.1). The 389 mile | six international
crossing stations located at Nogales, Dou nd San Luis.
Additionally, the northeast corner of Arizona ion, along with
Colorado, New Mexico and Utah.

Figure 2.1: Arizona and Bordering States

Arizona measures approximately 400 miles in length, 310 miles in width, and has a total area of
about 113,900 square miles, making it the sixth largest state in the United States. Arizona’s
water area is roughly 364 square miles, making it one of the driest states in the nation. The
Colorado River meets the water and power needs of nearly 30 million people within its basin
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states and adjoining areas, including Mexico. Arizona shares water resources in the Lower
Basin with Nevada and California (see Figure 2.2).

Arizona is composed of three distinct physiographic provinces that impact the design and
implementation of public safety communications networks across the state:

1. The Colorado Plateau is an area of flat-
topped mesas, buttes and deeply incised
canyons, with elevations ranging from
5,000 to 7,000 feet. It covers much of the

northc&w area of Arizona.

2. Th and Range Province, with north-
t est-trending isolated mountain
Ys abruptly from broad plain-like
A/ eys or basins. Elevations range from
ear sea lev the desert areas to
mountain rang 8,000 to 10,000 feet.
This province cov ost of the western
and sﬂern portio Arizona.

The ion Zone is ply dissected
ous area betwee two major
ces, characterized by small, isolated

r basins between the mountain
is area is generally lower in

Figure 2.2: Physio

Each province has its [ ts for equipment, protection, weather
conditio i

ith winter low temperatures in higher elevations

r high temperatures reaching over 120°F. Daily high
60°F. The geographic realities detailed above,

, make Arizona’s overall environment challenging
ations and communications alike.

Arizona’s population is gro rapidly, and Phoenix is one of the fastest-growing cities in the
United States. 2008 population estimates put the statewide population of Arizona at over 6.5
million citizens. Estimates show that in 2009, Arizona will be home to 6.8 million people, with
the Phoenix metropolitan area (Maricopa County) having a population of 4.1 million and Pima

® Fenneman, NM and DW Johnson, 1946, Physiographic divisions of the conterminous US: GIS cover
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County exceeding 1 million residents. These two counties represent 75 percent of Arizona’s
population.

2.1.4 Land Ownership

Private land owners possess less than 20 percent of Arizona’s landmass. Arizona is home to
22 Indian tribes* that occupy a combined landmass of approximately 25 percent (21 million
acres) of Arizona’s land. There is also a significant amount (more than 28 million acres) of
federal land in Arizona, underlying the importance of including both federal and tribal
participants in the interoperable communication solutions d ed in the state. Federal land in
Arizona is managed in large part by the United States Bu Land Management (BLM),
National Forest Service, National Park Service, or DepR of Defense (DoD).

The key national military bases in Arizona are: L &
re. A 9

1. Fort Huachuca, home to the U.S. Army ence Cen

2. Luke Air Force Base, home of the Wr Wing (the o
facility)

3. Davis-Monthan Air Force Base, ho
is to train A-10 pilots and provide clos

worldwide
4. Yuma Proving Grounds,

nd School
-16 Fighter pilot training

the 355th Fighter Wing;
port anddrward air co

ose primary mission
to ground forces

The 38‘ f [ ernational crossing stations located at
Nog iposa; la asabeg and San Luis. Nogales-Mariposa alone
seem $1 9 S g'89% of all surface mode trade between
Arizon Mexico.

production of m
Salt, Verde, Gila,

ers. The Central Arizona Project is a 336-mile long system
ts and pipelines and is the largest single source of
renewable water suppli

Arizona is also home to the est nuclear power generation facility in the United States. The
Palo Verde Nuclear Generating Station located about 55 miles west of central Phoenix has
three units capable of generating nearly 4,000 megawatts of electricity.

* http://www.indianaffairs.state.az.us/tribes of arizona.asp
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2.1.6 Known Natural Disaster Hazards

Based on data compiled from Emergency Operations Center (EOC) surveys since 2002,
wildland and other types of fires comprise a significant proportion of Arizona disasters. At the
other end of the weather spectrum, Arizona also experiences impactful slow-rising and flash
flooding caused by monsoons and microbursts. Although portions of the state lie in proximity to
known fault lines, no earthquake in recorded history has caused deaths or injuries in Arizona.

2.2 Regions/Jurisdictions A

The following sections describe Arizona’s regional divisi uding counties, tribes, Arizona
Department of Homeland Security (AZDOHS) Homel urity Regions, Urban Area
Security Initiative (UASI) areas, and police, fire, an B asseciations.

< .
2.2.1 Counties 4 \

. Appendix A.1 lists
board of supervisors.

VN

r cities and towns

N

Arizona is comprised of 15 counties (Figu
within each county. Each county has an el

November 2009 6
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N UTAH ﬂﬁm

LEGEND

SIIIT Boaen ™ O Oersetes [ Mexico

Figure 2.3: Arizona Counties
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2.2.2 Tribes

The following is a list of twenty-two federally recognized Indian Tribes® in Arizona. Figure 2.4
depicts the Arizona tribal and federal lands. Point of Contact information and land holdings for
each tribal entity are located in Appendix B.

1. Ak-Chin Indian Community 2. Cocopah Indian Tribe

3. Colorado River Indian Tribes 4. Fort McDowell Yavapai Nation
5. Fort Mojave Indian Tribe 6. Fort Yuma-Quechan Tribe

7. Gila River Indian Community 8. vasupai Tribe

9. Hopi Tribe ‘Iapai Tribe

11. Navajo Nation aibab-Paiute Tribe

13. Pascua Yaqui Tribe eblo of Zuni Tribe

15. Salt River Pima-Maricopa Indian Community, <&16. Carlos Apache Tribe

17. San Juan Southern Paiute Tribe AR 18 To O'odham Nation

19. Tonto Apache Tribe ’ 20. White ntain Apache Tribe
21. Yavapai-Apache Nation

‘ 22. Yavapal cott Indian Tribe
| : .
ARIZONA — g e
Tribal & Federal Lands % P = Bob ||

+ Dopulsted place within one mile [ S N - |
of Tribal Lands sals b |

Figure 2.4: Arizona Federal and Tribal Lands

® hitp://www.indianaffairs.state.az.us/tribes _of arizona.asp
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2.2.3 Homeland Security Regions

Pursuant to §41-4258 of the Arizona Revised Statutes, the AZDOHS Regional Advisory
Councils (RACs) are tasked with developing, implementing, and maintaining regional homeland
security initiatives in each of five Homeland Security Regions. The Homeland Security
Regions, grouped politically around county lines, represent Arizona’s geographical divisions for
planning and coordination purposes as shown in Figure 2.5. RACs in each Region collaborate
with other councils and organizations to ensure the successful integration of homeland security
programs and initiatives. Among other functions, RACs develop a list of requests for Homeland
Security grant program monies and forward these reque%e AZDOHS Director. RACs
make recommendations to the AZDOHS on the allocatio meland Security grant monies
to eligible entities. Each RAC is composed of:

A fire service representative from an urba urb rea within the region
A fire service representative from a rural<Fea in the reg

A police chief
A county sheriff

A tribal representative
An emergency manager
A mayor

A county supervisor

A representative from the D
10 A public health representatlv
11. Two at-large pos

)

N
N

©CoNOOTh~WN

<

iy
<

Figure 2.5: Arizona Homeland Security Regions
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2.2.4 UASI Areas

Currently, the Phoenix Urban Area and Tucson Urban Area are designated as Arizona’s UASI
regions.

The Phoenix UASI

The Phoenix UASI encompasses all of Maricopa County, which is also the entire Central
Region RAC. Appendix A.2 lists the associated municipalitiesAWithin the Phoenix UASI area.

The Phoenix UASI Primary and Alternate Points of Contegs) for Communications are:
Phoenix UASI Primary Communications POC: Ve
g F 5

Name: Jesse W. Cooper 7 S
Title: Communications/IT ManMenix& Department

Address: 100 E. Elwood Stre -1071

et, , Arizona, 8
Office: (602) 534-0315 ’ ‘
Mobile: (602) 768-4314 \
E-mail: jesse.cooper@phoeni &

Phoenix UASI Alternate Communmns POC: \

Name: Michael G.
Title: Captain, Phoe artme
Address: S. 12th Str Ph‘u Arizon 034
Mobile: 7
iX.g0o

E-mail:

Police Department

Addr'ess: non Way Tucson, AZ 85711

Office:
E-mail:
Tucson UASI Alternate PO
Name: David Azuelo
Title: Commander, Tucson Police Department
City of Tucson Office of Emergency Management & Homeland Security
Address: 1100 S. Alvernon Way Tucson, AZ 85711
Mobile: (520) 837-7378
E-mail: david.azuelo@tucsonaz.gov
November 2009 10

FOR OFFICIAL USE ONLY



FOR OFFICIAL USE ONLY
Arizona Statewide Communications Interoperability Plan

2.2.5 Police, Fire, and EMS Associations®

As of 2009, Arizona has approximately 512 first responder agencies, with 15 sheriff’s
departments, 149 police departments, 254 fire districts, 78 ground ambulance companies, and
16 licensed air ambulance companies.

As of 2009, Arizona has 15,225 sworn law enforcement officers, 11,069 certified Basic
Emergency Medical Technicians (EMTs), 48 certified Intermediate EMTs and 5,127 certified
Paramedics.

The Bureau of Emergency Medical Services divides A;w four primary regions. These

regions are grouped along mutual aid response agree es that recognize geographical

and topographical realities to better foster the ablllty ders within each region to

regularly collaborate with one another. o v
F N

=
=
2.2.6 Statewide Communications ’s A %

Since the 1950s, the Department of Publi intained an extensive

ty (DPS) has built and
analog microwave system, which still plays a“major and cr Rﬂ role in pu afety
communications within Arizona.

In order for the DPS microwave n to continu e the mfrastruct\eded to
support its mission, an upgrade of t e to digital technology Is underway.
A digital backbone must be in placef a modern, standards-based,

mteroperable public safet .
ide a s to operable and
inClu other state and regional

AIRS) suites located in

® Information collected from the Arizona Peace Officers Training and Standards Board (AZPOST), the Arizona State Fire Marshall,
and the Arizona Department of Health Services — Bureau of EMS.
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3.0 METHODOLOGY

In 2001, an ad-hoc community of interest began to develop a strategy for interoperable
communications for Arizona. This community hosted meetings’ attended by multiple
disciplines and levels of government, including representation from state, county, city, district,
tribal, and federal governments, as well as non-governmental entities. By 2004, the Arizona
State Legislature had established the PSCC as a Commissi ee Arizona statutes A.R.S.
§41-1830.41 and §41-1830.42%), and the Governor had d commissioners. Appointees
were chosen to achieve a broad range of representati jurisdictions, public safety
disciplines and interest groups from across Arizona&——> e

Cross-jurisdictional and cross-disciplinary mvohm 'In the des@lopment and maintenance of

meetings and workshops to discuss and ancing statewide
communications interoperability. Standin EC are tasked to

receives recommendations from t
systems and strategies for provid
PSIC Office also meets regularly
Outreach Program providing regular
service agencies/organizati
Statewide Interoperabi

ners and supports a statewide

ith Arizona public safety and

IC Office serves as Arizona’s
tions interoperability

Arizona’s needs witl eroperability. The PSIC Office

integrates ' (1O C initiati d supporting objectives, and presents them
to the P, S

ss, including a high-level draft plan, at a statewide meeting
began interviewing key individuals to determine the

ives of the PSCC, SIEC and the community of interest. The
available reports the PSCC and others had completed

he effort’s status and the steps Arizona had taken to that point.

immediate needs, goal
project began with assem
previously to help understan

7 http://www.azgita.gov/psic/meetings/minutes.htm
8 http://www.azgita.gov/psic/about/law.htm
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The bodies of work produced included:

1. a study conducted by RCC Consultants that identified the need to create an
interoperability suite of radios (AIRS)?

2. a statewide Needs Analysis, conducted by the Macro Corporation

3. the Statewide Wireless Public Safety Solution Concept of Operations (ConOps), written
by Gartner, Inc.

Based on the information that had been gathered, the team created a Gap Analysis and
Closure Plan outlining what was required to complete the SCIP. The project team posted
subsequent SCIP drafts on the PSCC/SIEC website where tribal, federal and non-
governmental public safety entities were offered an opp o contribute their comments
and input. The team also provided each of Arizona’s nd EOCs, which represent over
90 percent of the state's population, with draft copi P and asked them to participate
in this process. & ¥

F N S
Thereafter, the PSCC conducted two additio ms, one in Se
October of 2007. These public meetings mally noticed and
party. After each meeting, the team edite SCIP accordingly and p
SIEC website to ensure availability to the lar

udience gossible for re
a Special Meeting on November 28 [ dr, e SCIP. On

ber and another in

to any interested

it on the PSCC/
The PSCC held
mber 28,

In the fall of 2008, initiated@publicreview o address the first major
revision to the 20 S e i

and input fro e first responder community.

ici [ disciplines were represented during these
Bas esecC ity pproyed a revised set of strategic initiatives
and orting objecti n ave been incorporated into this revision to

afety Interoperable Communications (PSIC) grant will be
trategic plans identified in this SCIP (see Section 5).

e initiatives that are the highest priorities for 2007 PSIC
funding, including the exp of the Strategic Technology Reserve (STR) portion of the
PSIC grant funding to augment and enhance statewide interoperability.

The Arizona State Administrative Agency (SAA) is the AZDOHS. The AZDOHS solicited input
from state, local and tribal public safety agencies and authorized nongovernmental
organizations via briefings to the Arizona Homeland Security RACs. In addition, the AZDOHS
sent emails to public safety stakeholders, posted grant solicitation information on their website,
and facilitated PSIC-related teleconferences with appropriate entities.

Section 5.7 specifically

® http:/www.azgita.gov/psic/library/airs/AIRS _MOU.pdf
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To solicit Investment Justifications, the AZDOHS used an application format that local
jurisdictions and State agencies were familiar with and had previously used in the Homeland
Security Grant Program application process. This tool (i.e. the Application Workbook) served a
similar function as the Investment Justification template.

The Application Workbook was developed with information specific to Arizona’s SCIP based on
federal PSIC guidance. The Application Workbook submissions gave AZDOHS the information
necessary to determine how eligible jurisdictions were able to support the SCIP and what
mechanisms were necessary to ensure interoperability within their areas and throughout
Arizona. VN

As part of the application process, AZDOHS requested tﬁ applicants provide applicable
Memoranda of Understanding, when requesting fundi ehalf of investments to be
managed by the State.

After the Application Workbooks were received SCC Sup Staff and the
Interoperability Workgroup (IWG) reviewed t issions. Thi iew helped the AZDOHS
determine the critical connection between uired elements in the
SCIP based on federal guidance for PSIC

The summarized Application Workbook inform [ 'S Investment
Justification narratives, included iaftlhe MOUs ob cific projectswtored into
the SCIP submitted in December

The RACs reviewed the Application K commendations to the AZDOHS
Director pursuant to A.R ed projects were also forwarded
t. Once the reviews and
Winal award decisions.

| Publi€ Safety Telecommunications Council (NPSTC),
cement Association (NNALEA), National Governors
tewide Interoperability Coordinators (National SWIC).
Arizona is a participant al Partnership for Interoperable Communications (FPIC).
On a regional level, input n received from the Regional Emergency Communications
Coordination Working Group{RECCWG), Regional Four Corners Homeland Security Coalition
(R4C) and the Southwest Border Communications Working Group (SWBCWG).

It is Arizona’s policy to continue to encourage and include all disciplines in all phases of the
SCIP development/update process. The PSCC and SIEC will continue to seek support and
participation from public safety and service agencies/organizations, including additional local
and tribal government representation and federal military and non-military personnel. Arizona is
therefore committed to making this on-going process as inclusive as possible.

National Native A
Association (NGA),
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3.4 Continuing Plans for SCIP Update

The SCIP is a dynamic, living document that undergoes annual review. As of August 2008, the
SWIC, as manager of the PSIC Office, is tasked with executing that review. The frequency of
this review may increase depending upon the current interoperable environment assessment
and completed strategic initiatives. A current draft of the SCIP and all related documents,
reports and communications are posted on the GITA website'®.

The PSCC holds regular stakeholder workshops and informational meetings to keep
participants in the SCIP review process updated and to solici ut for planned reviews.
Further, the PSIC Office is implementing an Outreach Pl ned to incorporate input from
local, tribal, federal, and non-governmental entities n”ally represented in PSCC or
SIEC meetings (see Section 5.3).

The PSCC Chair will notify all PSCC members gﬁYend.ML
agenda for regularly scheduled PSCC meeti ditionally, th

PSIC Office will notify the larger emergenc
review through outreach to individual con
those appointed to serve on the committee;
heard. Adequate time will be allocated for the
response.

IP review via the published

rest of the SCIP

ot to be limited to
attend and be
roadest

g this open meeting, the
bership and approved or
disapproved.

The PSIC Office

cols, the SCIP change log will be updated
will then be distributed to appropriate
ailabledirectly from the SCIP POC.

1% http://www.azgita.gov/psic/
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4.0 CURRENT STATEWIDE ASSESSMENT

In recent years, Arizona has commissioned and executed several studies'’ to ascertain and
document the current status of public safety communications statewide, to identify successful
endeavors that could be leveraged moving forward, and to discover gaps hindering
interoperability that need to be mitigated or rectified through Hure initiatives and planning

efforts. PN
The following sections synopsize key findings from theMsments to describe the current

status of Arizona’s interoperable communications capdbilities, Summaries of key findings are
divided into five categories (governance, standard,o n%ures, technology, training &
exercises, and usage), as defined in the Depar’u‘o Homel ecurity (DHS)

Interoperability Continuum'2 (Figure 4.1 bew ‘

interope ity Cont nuun\
y N

\

&,

— Regional Committee
< ! Informal 15 =
Governance = L ng Coordination on Communications Interoperability
.= Independently Between Agencies on a Regular Basis Plan Framework 2
S = U W N
gz National Incident :‘:: E
c
£5 e Joins Joint s0p nesnalEE £z
= £ i for Planns for Bmergess = s &
Sk SOPs 3 50Ps 2
5 ﬂmi Integrated SOPs E 5
%m - ‘ One-Way Two-Way =
= paTs Swap Common Customainterfaced Standards Basad Standarrds-Based T c
CR E S |ELEMENTS  Files Applications Applications Sharing gi"-'g"
e e L L sl e £
SR 5 B | VOce SWil Satawsy Shared Channe! Propristary Shared Standards.Based =7
£ T |ELEMENTS Radios i System Shared System = =
=@ . c
Ly ‘ ‘ . 4 e re— S
= U = S
o & ) 58
£ = _Gene_ral Single Agency Multi-Agency Multi-Agency = 2
g @ Ciisiitatioi on Tabietop Exercises  Tabieiop Exercises Fuii Functionai o 5
E % Equipment and for Key Field and for Key Field and Exercises Involvin_ fr =
88 Applications Support Staff Support Staff Al Staff %o
o =
T = =
.- v
E L ok
- £ Localized 5 E
=2 .ocalize| 2 e
Regional Incident Daily Use I
Usage £ Planned Events Emergency i 8
S Incidents Management Throughout Region =
=

ure 4.1: Interoperability Continuum

4.1 Governance

A multi-level structure governs Arizona interoperable communications (Figure 4.2). This
structure consists of the PSCC, its Governance Workgroup, the SIEC, and the Technical and

! http://www.azgita.gov/psic/about/commission.htm
'2 http://www.safecomprogram.gov/SAFECOM)/Tools/Continuum/
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Operational Workgroups under the SIEC. The PSCC and SIEC are managed and staffed by,
and in turn advise, the PSIC Office (formerly the PSCC Support Office) which was moved by

statute in July 2008 from the DPS to GITA. Key partner agencies include the AZDOHS and the

DPS.

State of Arizona Governance Structure for Public Safety Interoperable Communications

Law
Enforcemen

First Responder
Community

Mexican
Border

Governo

r

Arizona State
Legislature

I

b

Representatives

Y

Legislation forming the
PSCC and PSIC

Federal Department
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Security
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= PSCC s Policies, Standards,
Interoperability Govemnance and Procedures
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Security
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—
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1

]

Department of
Public Safety
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Appoint .
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For additional information contact Lisa Meyerson at (602) 364-4780 or Imeyerson@azgita.gov

communications interoperability involve all members
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4.1.1 Public Safety Interoperable Communications (PSIC) Office

The PSIC Office' within GITA is charged with advancing interoperable communications in
Arizona and supporting the PSCC and SIEC in performance of their missions'.

The Arizona State Legislature moved support for the PSCC and SIEC to GITA from its prior
home at the DPS, retroactive to July 1, 2008. During the window of time between the end of
fiscal year 2008 and the general effective date of the legislation, the DPS and GITA worked
closely to transfer the PSIC Office (formerly the PSCC Support Office) to GITA. The transition
was completed on October 2, 2008. o

Statutory Framework .~

P
VP ffice and the PSCC. The
garding t velopment and

0 be perform d appropriate schedules.

A.R.S. §41-3542" sets forth the powers and dutie
PSCC makes recommendations to the PSIC Offi
maintenance of work plans to outline areas o
Specifically, §41-3542 reads:

1. The development o
public safety agencie

2.

3 etermined by the advisory

4. .

5. of exis nd plann rts statewide and benchmark

erability executive committee.
S as necessary.

Arizona’s [ ' ies/organizations, at all levels of government and
within non-go [ icati
systems, are a [ d utilize such systems effectively in multi-disciplinary, multi-
jurisdictional incid

PSIC Mission

The PSIC Office serves as afeader for Arizona in advancing public safety communications
interoperability.

' http://www.azgita.gov/psic/
" http://www.azgita.gov/psic/plans/ARIZONA PSIC Office Plan.pdf
' http://www.azgita.gov/psic/about/law.htm
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PSIC Key Priorities

The key priorities of the PSIC Office are to:

Advance public safety interoperable communications for all first responders

Develop policies, standards, agreements and plans to advance interoperability
|dentify training, exercise and consulting resources for AZ communities

Provide technical consultation on grant-funded programs as requested or required by
grant guidance

Support the PSCC and SIEC in performance of themions, and

Engage public safety stakeholders statewide. -

4.1.2 Public Safety Communications Admmmlssmn (PSCC)

The Arizona PSCC is legislatively enabled as s'ory body tatewide interoperability
efforts. The PSCC was organized in 2000 a arter estak&nto state law in 2004 by
the Arizona State Legislature under A.R.S 30.41 and §41-18 16,

These statutes constitute the charter of the per direction of thm Attorney
General. The Commission was originally esta DPS but w nsferred to
GITA in 2008. The PSCC is a co [ [ lon establlsh‘&hance
interoperable communications cap Commission reflects®@ broad,
multi-disciplinary community of publi encies/organizations from across
Arizona. It is intended to provide a fo
communications initiatj [ vel, and helps ensure that

individual projects tuni i ' IP. Additionally, the PSCC
provides a mechg ' ' issues among local, state,

oD~

o o

¢ SS|bIe Members serve three year terms
tate Senate. The GITA Director serves as the PSCC
Chair. Me [ 009 is in Appendix D.

least quarterly, and mor ecessary. This schedule is subject to change, based upon
requirements and opportun . All meetings are publicly noticed and conducted in
accordance with Arizona open meeting laws (A.R.S. §38-431). Following each session, public
meeting notes are available'®.

'® hitp://azgita.gov/psic/about/law.htm
"7 http://www.azgita.gov/psic/about/commission.htm
'8 http://www.azgita.gov/psic/meetings/minutes.htm
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4.1.3 Statewide Interoperability Executive Committee (SIEC)

The PSCC formed the SIEC as an advisory committee. The SIEC also holds authority over
700 MHz, VHF, and UHF interoperability frequencies in Arizona. It is an interactive working
group that encourages broad participation from the emergency response community by
including local, state, and non-governmental representatives as part of its Operational and
Technical Workgroups. Those selected for SIEC positions represent a diverse cross section of
local and state public safety and service disciplines, providing input to Arizona’s interoperable
communications governance structure, and encouraging responders and communications
specialists at all levels to actively participate in the Ieaderchess. Membership of the
SIEC as of 2009 is in Appendix D.

Workgroups

Workgroups R L

The PSCC and SIEC are supported by three ups comp of volunteers from public
safety and service agencies/organizations'®

The Governance Workgroup eva
providing a unified approach across [ iscipli juri s to aid the
funding, effectiveness and [ [ bility. This

The Technical Workgroup evaluates an ommendations from a technical
perspective to thes edures. Examples of issues
tasked to thi gre ight i € oun spectrum management,

except for oIt d utilization of the Communication

d makes recommendations from an
, SOPs, and on Policies, Standards and
ked with making recommendations on

d allows the SIEC and its workgroups time to

t PSCC meeting. The SIEC’s meeting schedule is subject
needs of the PSCC and requirements of the committee. All
onducted in accordance with Arizona open meeting laws
session, meeting notes are publicly available®.

meetings are publicly n
(A.R.S. §38-431). Followi

'® http://www.azgita.gov/psic/about/commission.htm
2 hitp://www.azleg.state.az.us/FormatDocument.asp?inDoc=/ars/38/00431.htm&Title=38&DocType=ARS
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4.1.4 Applicable Interoperable Communications MOUs and Other
Agreements

AIRS

AIRS is a suite of full-time, cross-banded (i.e., UHF, VHF, and 800 MHz) mutual aid channels
designated specifically for multi-agency use across the State of Arizona. Agencies and
organizations wishing to operate on AIRS must sign an MOU with DPS, the agency holding the

licenses for AIRS frequencies. The MOU is a simple tw%reement (plus a signatory

page) containing the purpose, authority, applicability, and tanding of the agreement. It
requires an authorized signature of the User Agency a anager of the DPS Wireless
Systems Bureau (WSB). Additionally, it requires the cy to disclose the number of
subscriber units and the channels on which those S! il f ion.

y X A N
Arizona Mutual Aid Compact ’

The Arizona Mutual Aid Compact®' (AZMA entered into by and amefig,the signatory
political jurisdictions within Arizona and the A a Departgient of Emerg and Military
Affairs (DEMA). While the Compagt is not spec c ications-focu i
signatories® to make a request f
communications resources, and pr ork for dispatching mutual aid
assistance to any affected area in ac [ inances, resolutions, emergency
plans or agreements. Con [ iti isions of Arizona for this

h county and incorporated

he governing body of each such political
is necessary to carry out the provisions thereof, including
plans for the political subdivision in support of the
pess Section requests each County to submit the

r to keep them on file for use by ADEM personnel.

dination with neighboring states and Mexico generally

e, Cochise County in southwestern Arizona shares borders
with Mexico and New Me has agreements with the Hidalgo County Sheriff’s
Department in New Mexico f@r sharing frequencies/channels, as well as MOUs and
agreements with Mexico to use their Tetra Radios to communicate with their 911 Dispatch
Center (C-4). In northwestern Arizona, Mohave Valley Fire has a mutual aid agreement with
San Bernardino County in California, and is working on an agreement with Clark County in
Nevada.

occur at the local level.

21 http://www.dem.azdema.gov/logistics/docs/mutualaid/Final AZ Mutual Aid Compact08.pdf
2 http://www.dem.azdema.gov/logistics/docs/mutualaid/signatories.pdf
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Arizona participates in regional groups working to improve interstate and international
communications interoperability:

e FPIC coordinates interoperability capabilities within the federal government and between
federal, state, local and tribal agencies. Arizona works with FPIC representatives on the
Southwest Border Communications Working Group to identify and leverage
infrastructure-sharing opportunities and to enhance interoperability among federal, state,
local, and tribal agencies implementing wireless infrastructure along the U.S.-Mexico
border.

¢ Inthe Four Corners area where Colorado, Utah,wmo, and Arizona meet, the

R4C Coalition is taking a regional approach with a involving all tribes and all

counties located within the four states. Initially, Coalition is addressing

interoperable communications, information a ce sharing, and the protection

of critical infrastructure and key resources Legies h an all-hazard, multi-
FE X

discipline, cross-jurisdictional approach. ‘

4.1.5 Identified Governance Gap ‘

In 2009, Arizona was selected as one of six icipate in the N enter for Best
Practices Interoperability: Focus on Governan [ y. The go ach state’s
participation was to improve stat ili structures that ovetsee statewide
interoperability planning and imple fice recognizes the foltowing

governance gaps pertaining to state Wcatlons in Arizona:
- Need to strengthemi es re for operability efforts — The
, ' tegic arly in 2008, a Workgroup of
' ture.

ce — Arizona needs to

regular ad-hoc radio communications across diverse
mal SOPs for such interactions need to be proposed,
endorsed, codi i d and enforced.

sures — Arizona needs to develop performance measures for

assessing interoperable projects, initiatives, governance and related activities.

Participation in the NGA Governance Academy and development of the Communications
Interoperability Governance Assessment Report completed through an OEC/ICTAP technical
assistance award contributed significantly toward efforts to improve interoperability
governance, including:

¢ Realigning meeting schedules for the PSCC and SIEC to facilitate direction setting and
accelerate processing of recommendations
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e Moving key meetings to other areas of Arizona and including regional updates to
encourage more regional and rural participation

¢ Naming the PSIC Office Manager to be Arizona’s first Statewide Interoperability
Coordinator

e Strengthening the SIEC by reconstituting and activating its workgroups

¢ Integrating Subject Matter Experts from throughout Arizona into the SIEC workgroups
and the Stakeholder Resource Pool

e Beginning formation work for a State Agency Group dedicated to advancing state
agency communications interoperability

e |Instituting regular meetings between the PSIC Offlc‘ts critical partner agencies

e Forming and staffmg a statewide Outreach Prog a dedicated Outreach Manager
focused on increasing participation in governgudlng education and identifying
unmet needs. o

Resolutions to remaining governance gaps Wrted throu e strategic initiatives

identified below in Section 5.7.

4.2 Standard Operating Procc‘s (SOPi

Arizona is enhancing its incident
communications among the local,
agencies/organizations. A critical ¢

bling and impr
ent s public safety and service

implementation of SOPs. SOPs are guidance or instructions for
public safety personne [ events. These SOPs typically
include operational fety professionals to

s for agency-specific
maintains a series of SOPs on-file
pported by MOU and Continuity of

ithe county EOCs. The 2009 AZDOHS
e county EOC directors, managers,
anagement System (NIMS) compliant
nications components with the PSCC.

At the region i developing Tactical Interoperable Communications
Plans (TICPs) [ sloping SOPs for statewide communications assets,
including AIRS an i chnology Reserve. SOPs are further detailed in Section

SOPs are developed in a variety of ways across Arizona. Individual agencies and localities are
empowered to develop their own communications SOPs related to their individual assets or
systems. SOPs related to interoperable communications are frequently developed by
leveraging social networking relationships between members of the involved agencies or
jurisdictions. SOPs designed to address statewide assets or systems are developed in
collaboration with the PSCC or SIEC. These groups allow representatives from across Arizona
to participate in the SOP development and approval process to ensure that procedures that
may impact jurisdictions statewide are developed through a collaborative and fair process.
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Going forward, Arizona, and specifically the PSIC Office, is developing protocols to ensure that
SOPs related to statewide interoperable communications systems are maintained and updated
on a regular basis and that the latest releases of those SOPs are readily available on the PSIC
website. The Outreach Program managed by the PSIC Office will continually work to ensure
that public safety professionals of all appropriate levels are aware of the SOPs and trained in
their execution.

4.2.2 NIMS Compliance

Homeland Security Presidential Directive 5 (HSPD-5)%, Mandgement of Domestic Incidents,
directed the development and administration of the Natim‘dent Management System
(NIMS). Originally issued on March 1, 2004, by the De t of Homeland Security (DHS),
NIMS provides a consistent nationwide template to eral, State, tribal, and local

governments, nongovernmental organizations (NGOsj; ivate sector to work together
to prevent, protect against, respond to, recover, e effects of incidents
regardless of cause, size, location, or compl
NIMS represents a core set of doctrines, ts, principles, termiMd organizational
processes that enables effective, efficient, a llaborative ncident ma ment.
Communications interoperability allows emerg t/responsemel and their
affiliated organizations to commugiCai: ithi ncies and juris S via voice,
data, or video in real time, when negde ed. It is essential th ese
communications systems be capabl ility;@s,successful emergency management
and incident response operatlons req conti \critical information among
jurisdictions, disciplineg [ »
In Arizona, each ag ' maintaining NIM Nncy. This includes the

[ i ' that their communication

, onsistent and accurate
ology. Every jurisdiction in Arizona, either
implemented procedures to obtain and

ities to ensure that plans are NIMS compliant in

utive Order EO2005-08?°. The Arizona Department
0 complete the NIMSCAST Survey in order to
receive grant fun ble Federal Department of Homeland Security grant
IMSCAST Survey annually on the NIMSCAST Survey
aseline to determine current strengths and identify areas of
aintain NIMS compliancy.

website. The survey is
weakness to work on in o

The Arizona Division of Emergency Management provides general outreach and education to
agencies in the use of the NIMSCAST Survey Tool throughout the year.

2 hitp://www.dhs.gov/xabout/laws/gc 1199894121015.shtm#1
2 hitp://www.fema.gov/emergency/nri/

% http://azmemory.lib.az.us/cdm4/item viewer.php?CISOROOT=/execorders& CISOPTR=471&CISOBOX=1&REC=8
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4.2.3 Interoperable Communications SOPs

The PSCC is legislatively charged with providing recommendations to the PSIC Office on the
development of standards based systems that provide interoperability between public safety
and service agencies/organizations statewide. It is therefore the body tasked with development
of statewide SOPs. Both the PSIC Office, which supports the PSCC, and the SIEC, as the
committee of the PSCC responsible for technical and operational recommendations, are
engaged in the work of producing statewide SOPs. Because the PSIC Office is managed by
the Arizona SWIC, the development of the SOPs is well aligrﬁj and prioritized with other
statewide initiatives. 8

Several entities in the public safety interoperable comwns governance structure play a
role in the development of statewide SOPs. The Stakéheldér Resource Pool provides subject
matter expertise. The Technical and Operational ouMhe SIEC provide state and
local emergency response practitioners from a s'throughvna who contribute

practical input and guidance.
From initial draft to final document, statewi Ps are discussed in ic meeting forums

and stakeholder feedback is incorporated t

Statewide SOPs of note are detail Agenci ded in the development of each

SOP vary, but the agencies expecte with ewshould be signatory to that
a‘

SOP either directly or through associ
| assistance of OEC/ICTAP

velop an SOP for the system. This SOP is
nd to inform monitoring, testing,
shannels. While the SOP was in development, the
)

ndations about locally available national

8| collaborated with OEC/ICTAP to conduct a full
ptation developed to date. This assessment formed
was brought before successive SIEC meetings
tributed through outreach to numerous subject matter
ewide. DPS provided extensive inputs to the draft and

throughout its ev:
experts (SMEs) an
guidance regarding Al

TICPs

The Phoenix Urban Area and Tucson Urban Area are designated as UASI regions within
Arizona. The Phoenix UASI area encompasses all of Maricopa County, which is also the entire
Central Region RAC. The Phoenix UASI area developed its TICP in response to the 2006
DHS TICP initiative. That plan was tested via a TICP Validation Exercise (TVE) in 2007.

% http://www.azgita.gov/psic/library/airs/default.htm
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The Tucson UASI area includes the entire Pima County Region. Tucson was designated a
UASI region in January 2007, and completed its TICP in 2009.

Arizona leveraged OEC/ICTAP technical assistance in 2009 to develop a TICP for the Yuma
Region, in accordance with After Action Report (AAR)/Improvement Plan (IP)
recommendations in their successful communications-focused tabletop exercise.

Communications assets identified in the Phoenix TICP were included in the State Technology
Assessment section of the original SCIP. SOPs adopted as part of the TICP serve as the
foundation for statewide SOPs (e.g., AIRS, etc.). Finally, the irocesses required to develop

TICPs (e.g., multi-jurisdictional meetings, data collectlon v on exercises, etc.) fosters

regional networking opportunities and bring communicati rsonnel together in a way that
garners more perspectives and inputs. These SOPs be leveraged to progress from
tactical to strategic planning efforts.

Arizona Field Operations Guide

The Arizona Field Operations Guide®

guide includes sixteen chapters with three a ices. nsibilities, Mutual

Aid Requests and DeIiveries Urban Search a ntablllty are

nally, the

s Command, Logisties; Operations,

nd operational details as well as
nels. In addition, it includes

document covers several related
Planning and Finance. It defines to

rules, such [ ' his nature are reviewed regularly with employees and
users and are ons Center Supervisors, Directors and Field
Coordinators.

Arizona SIEC VHF Mi ment Standards

The SIEC has adopted nati y recognized feature sets for VHF equipment that promote
interoperability. This one-page document details minimum channel capacity, channel display,
frequency range, narrowband capability and P-25 capability®.

&7 http://azchiefs.publicaware.com/Assets/dept 1/PM/pdf/Field Ops Guide.pdf
% http://www.azdps.gov/pscc/documents/vhfminimumequipstandards. pdf
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Arizona SIEC UHF Minimum Equipment Standards

The SIEC has adopted nationally recognized feature sets for UHF equipment that promote
interoperability. This one-page document details minimum channel capacity, channel display,
frequency range, narrowband capability and P-25 capability®.

4.2.4 ldentified SOP Gaps

Arizona officials recognize the value of standardized statewide SOPs for interoperability assets
such as AIRS and the equipment included in the Strategic Teghnology Reserve. While basic
procedures exist, these SOPs generally lack sufficient detaiff@®nake them actionable by users
and are in the process of being enhanced. These enh ts include documenting discrete
procedures for field users and communications persqdfiglifand standardizing those procedures
to the extent appropriate for statewide use. Arizona r izes the operational need for
TICPs in each region statewide, the need to st ize proce
across all TICPs, and the need to consolidat om regional
tactical communications plan.

Resolutions to these gaps will be charted th h the strategic initia
Section 5.7.
Ve

s into a state-level

tivx“[ified below in

interoperability within the state,
coordinating and enco ' i isting interoperability assets to

4.3 Technology

yStem used to provide service to multiple public safety
The results of the 2007 Radio Systems Report show that
egional, and state shared land mobile radio (LMR)
systems. The majority tems serving the more rural areas of Arizona are
conventional VHF or UH e larger metropolitan areas have migrated, or are in the
process of migrating, to 800 Mmegahertz (MHz) trunked systems. State agency systems operate
mostly in the UHF and VHF radio bands, with some in 700/800 MHz.

It is important to note that, per FCC requirements, all radios, including portables, mobiles, and
base stations, must be narrowbanded by 2013. In Arizona, many radios are currently in use
statewide that will therefore need to be replaced in order to meet narrowbanding requirements.
As such, agencies are encouraged to purchase radio equipment which meets the standards

Arizona operates on

% hitp://www.azdps.gov/pscc/documents/uhfminimumequipstandards.pdf
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established by the SIEC regarding interoperability. Table 4.1 lists the major State agency
systems and includes those used for operable as well as interoperable communications and
wireless data networks.

State Agency Systems

Table 4.1 lists the major State Agency Systems in use in Arizona. Additional information about
the DPS Microwave Backbone Infrastructure is provided following the table.

Table 4.1: Major State Agency Systems N

State System Name Description Status

DPS Microwave Backbone Infrastructure Existing and being
enhanced

AIRS Existing and being

extended

700 MHz System for state agencies (with
possible usage by others)

MHz digital trunked

Game & Fish, Department of Corrections,
Department of Juvenile Corrections, Siate
Parks & State Land Departments,

Department of Agriculture

ventional A

Department of Public Safety [ Existing
Department of Transportation i on 0 MHz Existing

DEMA Radio Network

Existing

Existing

f these agencies are listed in Appendix E.

The microwave networ ts radio sites located across Arizona with dispatch centers
and other facilities. Itisu tly to control radio base stations at remote communications
sites and can also be used t@'Carry computer data and telephone signals. As of 2009, the
existing analog network is comprised of 55 paths, each connecting two locations, and
configured into three loops. These paths range in length from a few miles to over 130 miles, in

total covering 2,613 miles across Arizona.

Since the mid 1990s, most new communications systems being installed for private microwave
users have been all digital technology. Since 2000, all remaining manufacturers have
discontinued support for their older analog products, leaving Arizona at the mercy of the used
spare parts market. As such, Arizona is facing the very real possibility of a failure that could
cause a major disruption of its public safety radio, telephone, and data communications
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systems, which would be catastrophic to many of its users today, seriously jeopardizing the
public safety and homeland security of the state.

In order to support proposed technical initiatives (see Section 5.7) and infrastructure
requirements in Arizona, the DPS microwave backbone is being upgraded from an analog
network to a digital network, subject to funding availability. This upgrade, being completed by
the DPS/WSB, is critical to statewide communications interoperability in Arizona. As of 2009,
the digital network is comprised of 41 paths covering over 968 miles across Arizona, and
continues to expand. Some of these new connections are spurs off of the network loop.
However, until all of the primary sites in each loop are upgr to digital, the analog network
needs to remain in place. By the completion of this projec xpected that close to 100
digital paths connecting up to 85 remote and metro sit les will have been put in place.

N

. & N
re 4 A N
.. N

Local and/or Regional Shared Systems

a and includes those
data networks.
itan areas (i.e. the

Table 4.2 lists the major local and/or regiona
used for operable as well as interoperable
Further information on the larger shared s
RWC, TRWC, PCWIN, and YRCS) is provide

Table 4.2: Arigéna Local and

systems in
nications and wire
s utilized in major metr

ppendix &,

ared Systems

Regional System Name Description Status

Regional Wireless Cooperative (RWC) —
and Surrounding Cities including Avondal

MHz P25, Existing
ast trunked

TOPAZ Regional Existing

Cities of Mesa (Ad i : i trunked

Junction, Towns of Gilt -

Junction Fire Distri
800 MHz P25, In development;
simulcast trunked Expected

completion 2013

800 MHz, P25 Existing and
trunked being enhanced

800 MHz trunked Existing

VHF conventional, Existing
UHF conventional,
900 MHz trunked

Arizona Public Service 800 MHz trunked Existing
Northern Arizona University of Flagstaff 800 MHz trunked Existing
Phoenix Fire Regional Dispatc VHF conventional Existing
Prescott regional communications VHF conventional Existing
Sedona fire regional VHF conventional Existing

The frequency band used in all of the radio systems serving entities in Arizona are shown in
Appendix E. That appendix also shows statewide spectrum usage by Arizona’s public safety
and service agencies/organizations.
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4.3.2 Shared Channels

Inter-system “shared channels” refer to common frequencies/talkgroups established and
programmed into radios to provide interoperable communications among agencies using
different radio systems. In this context, “channel” refers to the name of a common
frequency/talkgroup visually displayed on a user’s radio.

AIRS

AIRS is a suite of full-time, cross-banded mutual aid chawsigned to provide
interoperable communications capability to first respond lice, fire, and EMS agencies,

as well as other personnel of municipal, county, state, ederal agencies and approved
non-governmental organizations (NGOs) performin ty activities. This system

operates on designated interoperability frequencies. ighe V F and 800 MHz bands.
Agencies wishing to operate on AIRS must si morandum nderstanding (MOU) with
DPS, which holds the licenses for AIRS fre S.

These radio frequencies are to be used in

use of the common or shared radio channels;
activities during incidents. AIRS fr

vent of a multi-agency tion requiring the
ordinating
ingle agency

izations in

Arizona report having AIRS channe [ radios.

This system provides a basic statewideinterope a and establishes a talk path for
' s . Ari 's short-term strategy includes

eroperability through
eCifl rmation regarding these
Onc alyz ient i A will be incorporated into future versions
of th P and shou vide grelevant to other Shared Channels.

expansion of AIRS
national- and state

4.3.3
“Gateway” sy of disparate systems (whether on different frequency
bands or radio 0 [ lowingfirst responders using their existing radios and

channels to be inte he channels of other users outside of their agency.
reate patches are also identified as gateways.

ation from the TCA will be incorporated into future versions
additional information relevant to this particular capability.

Once fully analyzed, sali
of this SCIP and should pro

4.3.4 Radio Caches

Cache radios, also known as “swapped radios,” refer to maintaining a cache of standby radios
that can be deployed to support regional incidents. These radios may be from a regional

%0 http://www.azgita.gov/psic/library/airs/default.htm
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cache, or from a participating agency. These radios allow all responders to use common,
compatible equipment during an incident.

Public safety and service agencies/organizations statewide have radio caches of various sizes
and on various systems or frequency bands, but the content, programming, and capabilities of
these caches are determined by the owning agency and are not standardized in any way
statewide. Once fully analyzed, salient information from the TCA will be incorporated into
future versions of this SCIP and should provide additional information relevant to this particular
capability.

VN

y 4
heir prime directive for the STR,
ughout Arizona. As of 2009,

4.3.5 Strategic Technology Reserve

Arizona officials are considering continuity of govern
with augmentation of the current reserves that are

there are five mobile communications units (MC ed in gic locations around
Arizona to ensure the shortest response time U (also kno s a Mobile
Communications Center (MCC), Mobile Co cations Vehicle , or Mobile EOC) refers

to a vehicular asset that can be deployed nications capabilities

in an incident area. These MCUs are equip uch as subscriber
and base station radios of various frequency b [ hones,
wireless computer networks, vid [ ivi ipment, etc. ly these
communications devices are perm [ s or accompanying trailers when
not in use.

When deployed the vehi almmumcatlons personnel. From
the time a call is placeg i [

hours. For further i

4.3.6 CASM

on is generally within three
itiati 3.4

) to better inventory its equipment. At
-------------- ' e [ anizations within the two UASIs in

ity within their regions, and to house

ty has populated their CASM information

As TICPs are developed , the capabilities of available assets and their best
incident/event support app ons will become more apparent. In addition, salient information
from the TCA will be incorporated into future versions of this SCIP and should provide

additional information relevant to identified technological areas for improvement.

As of 2009, stakeholders have identified some technology gaps of note. Specifically, Arizona
faces:

1. Coverage limitations in remote areas, including but not limited to:
o Remote areas of Pinal county
o Western Pima County
o Tohono O’'Ohdom Indian Nation
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Westside of the Huachuca Mountains, north of I-10 to the County line, and the
Portal area in the eastern part of Cochise County
Young and Tonto Basin in remote Gila County
Aravaipa Canyon/Klondyke area of Graham County
Several remote areas of Greenlee County
The Four Corners Area
o The Arizona Strip
2. Several systems and component assets identified as at or nearing end of life
3. Establishing usable, robust, and reliable mterconnects between the systems operating

O

O O O O

within Arizona. ‘
Resolutions to these gaps will be charted through th%ﬂitiatives identified below in
Section 5.7.

4.4 Training and Exercise

There are two types of training and exerci
at the local jurisdictional and discipline leve
Additionally, local governments conduct their

e of training occurs
vering job basics, roles, responsibilities.

training afid exercise pr

d on a statewid l. Arizona’s
r state, local, and tribatentities. For
example, these programs offer publi encies/organizations a large
number of classes that are multi-disci ictional, and that are designed to
include local, tribal, sta ) iti e programs are conducted in
accordance with Feg -approved training and

ADEM has an outreagch EM training programs can be
requested f varlety of programs offered through FEMA
and the h include:

ross Arizona conduct public safety exercises to assess the
emonstrate required job skills, practice coordinating with
ment, processes, and/or procedures.

effectiveness of trainin
response partners, and t

In recent years, Arizona publiC safety and service agencies/organizations have participated in
noteworthy exercise opportunities which emphasized interoperable communications. For
example:

%1 http://www.dem.azdema.gov/preparedness/trainingcalendar/webcal.html
% http://www.dem.azdema.gov/preparedness/training/training.html
% http://www.dem.azdema.gov/preparedness/exercise/exercise.html
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1. October 2007: Arizona participated in the national-level Top Officials 4 (TOPOFF-4)
exercise. TOPOFF-4 was used as an opportunity for Arizona to learn more about
issues that are driving the nation’s defense priorities as well as learning more about the
state’s vulnerabilities.

2. February 2008: Arizona responders engaged in numerous exercises in preparation for
hosting Super Bowl XLII. These exercises helped hone response protocols and
communication plans.

3. June 2009: The Yuma Region conducted an interoperable communications-focused
Tabletop Exercise designed to identify and inform poligies, procedures, plans, available
assets, and capability gaps of communications sy sed by regional agencies in
response to a multi-jurisdictional event.

L &

4.4.2 COML Training Curriculum P 4

Specific to interoperable communications, V}W [
Type Il Communications Unit Leader (CO rse opportunities

professionals statewide. The All-Hazards

compliant instruction to train emergency res munications Unit
Leaders during emergency operations. COML i ' ify emergen sponders to
lead ICS communications units p essary prerequ , including
knowledge of the following: local ¢ icati ications systems, and*fegional,

state, and local communications pla

COML responsibilities ineg
communications equig

use of incident

n of communications
[ d testing of
requisites and, upon

must complete; and have signed off, a

I COML Task Book before they can be

3. Additional information on this training
at Initiative 5.8.4.1).

azards Ty
pe |l C

Technicians, etct ion*on this on-going process, see Strategic Initiative
5.8.4.1.

As of 2009, the Arizon
Fire COML and Commu
Coordinating Group (NWC

4.4.4 AIRS Training Curriculum

Department teaches and provides credentials for Wildland
nit Technician (COMT) classes through the National Wildfire

The PSIC Office is developing a plan to provide AIRS training programs for public safety and
service agencies/organizations across Arizona. Further information on this training program
can be found in Strategic Initiative 5.8.4.1.

3 http://www.azgita.gov/psic/library/coml/default.ntm
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4.4.5 Identified Training Gaps

Arizona has identified the following training gaps:

1. Lack of a multi-year, statewide, comprehensive communications training and exercise
plan

2. Lack of a formal certification process for communications personnel

3. Need to develop additional training programs/curriculum in various statewide
communications assets including AIRS, shared interoperability channels, STR
equipment, etc.

Resolutions to these gaps will be charted through the s@matlves identified below in
Section 5.7.
4.5 Usage

ore proficient an e accurate with their

pment more frequen

ational recurring sp@sting, civic,

ona’s successful hosting of Super
nications challenges for the
ure that the events run smoothly

Public safety and service professionals be
communications equipment as they use t

4.5.1 Recurring Planned Events

Arizona hosts numerous local, st national,
and fundraising planned events. A
Bowl XLII in 2008, these events often

state’s public safety ands

eroperate across agencies or disciplines
&tions are routinely used in support of
c festivals, etc.).

ns solutions of some variety and indicated that simpler
han complex solutions (e.g., those requiring the assistance

utilizing interoper
solutions are used
of a technician or spec

AIRS

AIRS is more often used for localized emergency incidents than regional interoperability at this
time. As of 2009, the DPS does not keep records showing the individual agency use of AIRS,
because there is no way to accurately measure AIRS usage in its present configuration. As
designed and constructed, the network does not require intervention by an operations center
and there is no managing software to measure and report on usage. Individual agencies and
counties, however, report using AIRS to various extents, with some regions using AIRS
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regularly and some areas using AIRS infrequently or virtually not at all (largely dependent on
the availability of other interoperability assets in the region).

4.5.3 Testing

Testing of interoperable solutions is not presently conducted on a standardized basis; rather,
equipment is tested through ad hoc procedures and at locally convenient times (e.g., during roll
call, drills, exercises, etc.).

4.5.4 Identified Usage Gaps

PN
—
On-going gaps regarding the regular usage of interoper ssets remain. First, as of 2009,
Arizona is not collecting statistics regarding the regugf interoperable equipment.
Failures are often found through usage or incident r?f s rather than during routine
checks. Second, appropriate resources such am chan ike AIRS or components of
for pre-plan

the STR are not used as often as would bw events, thus removing a
valuable opportunities for users to increas miliarity with the

Planned resolutions to remaining usage-re
initiatives identified below in Section 5.7.

the strategic
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5.0 STRATEGY

This SCIP establishes a plan, including strategic initiatives and supporting milestones, for
identifying, developing, and overseeing operational requirements, SOPs, training, technical
solutions, and short- and long-term funding sources.

5.1 Problem Definition

Arizona public safety and service agencies/organizati
are compounded by the difficult geography, topogr
Arizona. Public safety and service professional
another when needed across disciplines, age '
advancements in statewide interoperability ’

Arizona but, as of 2009, all regions are n

interoperability challenges that
ulation distribution across
to communicate with one

advancements or

fully enjoy other interoperable communicatio ities. This
connectivity gap can be correlated with service i responses; operational
challenges which could potentiall [ of citizens wc safety
professionals alike. For these rea ability gaps remain a‘significant

priority for Arizona.

5.1.1 State Fundi

ha es leading to uncertain
iring. The lack of funding

flas hampered Arizona’s ability
asulted in delays or modifications to project
been a lack of resources available to
eductidns in State agency personnel. In

iR, projects, new procurement requirements

long-term funding
available for major
to impleme

o cy Management (ADEM) Appropriations
e Department of (DPS) Appropriations

e Racketeer Influen Corrupt Organizations Funding (RICO)

e State Agency Users Appropriations

5.1.2 Grants Management

Arizona relies on a significant amount of grant funding and technical assistance to implement
interoperable communications projects. Specifically, as of 2009, Arizona manages the
following funding and technical assistance sources:
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Federal Funding Sources

State Homeland Security Grant Program (SHSGP)

Interoperable Emergency Communications Grant Program (IECGP)
Public Safety Interoperable Communications Grant Program (PSIC)
Border Interoperability Demonstration Project (BIDP)

Operation Stone Garden (OPSG)

Urban Area Security Initiative (UASI)

Office of Emergency Communications (OEC)
National Governors Association Technical Assist
Metropolitan Medical Response System (MM
Emergency Operations Center Grant Progr
Law Enforcement Terrorism Prevention P

SCIP, its agencies continually advod i nt management that will allow the
State to reduce delays and effectively<aliocate ke < Ateas that can be improved include:
- Money availah nts limit the amount of funding
available at thie state levelto 20%. This limit has ma cult to implement large

scale, stat ' [ [ tion, it results in multiple
could instead be done on a

challenges facing states often mean that
Ae gap between when expenses are

ny interoperable initiatives are multi-year projects that

rant cycles. Inconsistencies between when grant

ased on a year to year basis makes it difficult to effectively
properly plan resource allocation and procurements.

Increased applicatiowtimelines and technical assistance — Many local jurisdictions
lack the experience to effectively compete for federal grants. In addition, the budget
challenges facing local jurisdictions often mean they do not have the resources available
to compete for grants during the short timeframe between grant guidance being issued
and when applications are due. Increasing the window during which grants may be
applied for, and providing additional technical assistance (such as templates and draft
applications), would help to address these problems.

November 2009 37

FOR OFFICIAL USE ONLY



FOR OFFICIAL USE ONLY
Arizona Statewide Communications Interoperability Plan

5.1.3 Regulatory Environment

One of the challenges Arizona has faced associated with implementing large scale
interoperable communications projects is the need to conduct Environmental Impact
Assessments. In addition to the time associated with completing the assessments, local
jurisdictions lack the necessary experience in when and how to develop Requests for
Proposals (RFPs) associated with these assessments. SCIP implementation can be delayed
by months. Technical assistance in the form of model RFP templates and project management
experience would greatly enhance Arizona’s ability to keep projects moving forward and avoid
unnecessary delays and costs. Further, some effort shoul ade to define when all such
studies are actually needed rather than being redundant efforts.

5.2 Interoperability Vision &%
Fw 4 “

- . N
Arizona is pursuing a vision for statewide inte ility that wil le public safety and
service agencies/organizations to have acc uality interopera ommunication

systems, to be adequately trained, and to such systems effecti multi-disciplinary,

multi-jurisdictional incident response. 2
5.3 Mission i, v \
The mission for this SCIP is to adva afety ¢ unications interoperability

statewide. Elements and st [ ntw
Stakeholder Engag .

The concept of inté
stakeholder engage
website,
istoe

port this ongoing mission.

rogram which focuses on

open public meetings, a user-friendly

arties. The intent of the Outreach Program
d to identify and help address local,

Dsolutions and usage.

ore, the goal of stakeholder engagement and
interaction activiti i-directi communication with all first responder agencies to:

e Enable the PS PSIC Office to understand the needs, desires, limitations
and advances in ble communications statewide, and

e |dentify mechanism which important interoperable communication information can
be shared with all stakeholders by the PSCC, SIEC and PSIC Office.

Stakeholder engagement and interaction objectives include efforts to:

e Engage stakeholders throughout Arizona in efforts to advance interoperable
communications, including bringing stakeholders together for mutual benefit

e Share information with stakeholders to support their efforts to make advances in
interoperable communications
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e |dentify unmet needs statewide and begin to identify existing and future resources that
could be used to address those needs

e Support stakeholders and expand operational knowledge by participating in training and
exercise opportunities.

The stakeholder engagement and interaction strategies below support the vision and mission
stated above:

e Attend or present at conferences and regional or statewide meetings, exercises and
other collaborative events (e.g., Local Emergency Planning Committee (LEPC), AZ
Ambulance Association, AZ Fire Districts Associatio Fire Chiefs, AZ Law
Enforcement Pow-Wow, etc.) -

¢ Attend discipline-specific routine meetings in eﬂn/county

e Attend all significant exercises statewide €5 S

¢ Meet one on one with all interested partimtvmay ben‘trom interoperable

communications

e Encourage regions to consider a regi

ystems approach -site stakeholder

discussions
* Increase awareness of and involveme PSCC andhSIEC meeti
o advance of ngs so that

stakeholders may
o Include a public co

o ' eeting at which all members
' cglpw update the goals and
utions for eetings to allow rural areas

NQ or 3 per year), Tucson (1 per year),

to best leverage the existing knowledge and expertise of
able communication information with various
constituencies, formation to the PSCC, SIEC and the PSIC Office for
consideration
¢ Improve and more extensively utilize the GITA website to facilitate efficient and effective

information sharing among statewide stakeholders.

5.4 Goals and Objectives

The goals for achieving Arizona’s interoperability vision are represented by the strategic
initiatives detailed in Section 5.7 below. Table 5.1 summarizes these strategic initiatives and
the supporting objectives selected to further Arizona’s interoperability goals. Annual progress
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toward achieving these initiatives is reported to OEC via the SCIP Implementation Report (see

Appendix F).
Table 5.1: Arizona SCIP Initiatives
# Strategic Initiative Governance | SOPs | Technology Tg('::gg: gj:,gg c8|‘1
5.8.1.1 | Expand & Implement Interoperable
Communications Governance Model & X
Plan
5.8.1.2 | Develop Long-term Plan for Statewide
Interoperability for Voice and Data
5.8.1.3 | Develop and Implement Long-term
Funding and Sustainability Strategy for
Interoperable Communications
5.8.2.1 | Establish a PSP Framework, and .
Implement PSPs, Including SOPS, for X
Statewide Interoperable
Communications Solutions
5.8.3.1 | Complete AIRS by Deploying
Remaining AIRS Suites
5.8.3.2 | Implement, Enhance and Pr
Functional Regional Syste X
Support of Interoperable
Communications
5.8.3.3 | Upgrade the Statewide Microwa
X
5.8.3.4 X
5.8.3.5 | Upgrade Of
Systems for X
5.8.4.1
5.8.4.2
5.8.5.1
X

5.5 Scope and

This SCIP provides a strategiC approach to achieving interoperability for Arizona’s public safety
and service agencies/organizations. The strategic initiatives detailed in Section 5.7 span a

timeframe from one to eight calendar years (2009 — 2017), depending on the initiative, and
provide for short- and long-term solutions. The SCIP is not intended to address tactical

operations or provide tactical response plans for public safety and service
agencies/organizations. In addition, this SCIP does not constitute an emergency operations,
response, or recovery plan.
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5.6 National Incident Management System (NIMS) Compliance

On February 28, 2003, the President of the United States issued Homeland Security
Presidential Directive (HSPD)-5°°, which directs the Secretary of Homeland Security to develop
and administer NIMS. NIMS identifies many of the goals and objectives of a common
interoperable communications network, mainly a clear and common understanding to improve
the delivery of emergency services and incident management.

Arizona embraces the national effort to standardize incident command. By Executive Order
2005-08, the AZDOHS has oversight responsibilities to ens Ians are NIMS compliant (see
Appendix C). In accordance with the Governor’s Executl r and the Presidential

Directive, every jurisdiction in Arizona, either by ordin y order of the county executive,
has implemented procedures for obtaining and mai S and ICS compliance. In
addition to city/county compliance, the AZDOHS aa centinue to help public safety and

h regularly scheduled

service agencies/organizations to maintain NI pl|anc
NIMS training courses and outreach progra
In 2007, ADEM executed a contract for an endent third party aMh SOP and MOU
then on file. Audit results found full complia [ the state a al government
level. Pursuant to this audit, all Arizona plans, [ IP, follow P ential Directive
HSPD-5 and are designed as NI e PSCC will en that all future
e in their structure and”application.
vr any future SCIP-related

revisions and updates to the SCIP
INNECP) Alignment

NIMS compliance will also be asses
must be met in order to address

purchases or investments.
ns posture. When applicable, the

m (Governance, SOPs, Technology, Training and
Exercises, and Usag eflect the following definitions.

Initiative Operational E
Initiative projected completie eline is defined as follows:

e Short-term: those initiatives projected for completion within three years from the
acceptance of the SCIP

¢ Medium-term: those initiatives projected for completion between three and five years
from the acceptance of the SCIP

% http://www.dhs.gov/xabout/laws/gc 1214592333605.shtm
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e Long-term: those initiatives projected for completion between six and ten years from
the acceptance of the SCIP

Initiative priority is defined as follows:

e High: Establishes a framework to enable interoperability for public safety and service
agencies/organizations; or can be accomplished through identified and available
resources

¢ Medium: Builds on established foundations to enhance interoperability; or requires
resources which are not immediately available VN

e Low: Develops redundant interoperable capab|I

Initiative primary participants are those agencies thamsmlllty for ensuring that the
objectives, action plan and performance measureg.f chi ive are achieved. All

stakeholders are expected and encouraged to ate in the ementation of each
initiative. ldentified primary participants incl

e Arizona Department of Homeland ity (AZDOHS) \

e Department of Public Safety (DPS) PN

e Elected and other senior mental M \
e Governance Workgroup

e Local, Tribal, State and Feder

of agencies, with public safety / public
ing, development or operations of an

ies, metropolitan areas, reservations or other functional

can benefit from and contribute to communications

e Statewide Intero xecutive Committee (SIEC)

These regions may be Homeland Security

e State of Arizona that require a public safety radio
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5.8.1 Governance

5.8.1.1 Expand & Implement Interoperable Communications Governance Model & Plan

NECP Alignment:
NECP Objective NECP Initiative NECP Milestone
1 1.1 2
1 1.1 5
1 1.3 2
3 3.1 7
7 7.2 y. 4 5

Gap Statement: In 2008, governance of interopera nications in Arizona underwent
a significant transition related to new state legislatioi the transition, the governance

model was assessed and it was determined th ions of an ansions to the
interoperable communications governance nd plans for

a would be
advantageous.

Initiative Description: This initiative is des
Arizona governance model and its fundamenta
SWIC, State Agency Group, stakeflbider resourc
achieving other key strategic inter ility objecti

to expand,and strengt he statewide

ents (e.g., SCC, SIEC,
s an essential rsor to

Priority: High
Term/Timeframe: Sho
Lead/Owner: PSIE

Primary

istance to conduct governance model assessments;
istance offerings, as awarded
A Policy Academy on Governance

revise/strengthen the governance model accordingly.

a. ldentify funding source to support the SCIP revision effort
b. Issue a complete task order for contractual support to execute the following
SCIP revisions:
i. Review current OEC guidance and best practices for SCIPs
ii. Review relevant historical and planning documents provided by PSIC
Office staff
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iii. Review all existing content in SCIP v1.0 for accuracy, currency and
relevance
iv. Where possible eliminate extraneous content, or replace with more
concise language
v. Review, edit and condense (or eliminate if appropriate) sections where
supporting material may be moved to appendices (particularly
Background - Section 2 in SCIP v1.0, and Current Statewide
Assessment — Section 4 in SCIP v1.0)
vi. Completely rewrite Strategy and Implementation sections to reflect
current strategic initiatives as adopte, he PSCC
vii. Include references to the NECP w. propriate.
c. Submit revised drafts for PSIC Office r
d. Submit PSIC Office-reviewed drafts f d statewide stakeholder review
and approval ER A

M NN
e. Distribute and/or make availab e PSIC OWbsite) final 2009 SCIP
to appropriate stakeholders.

3) TICP and CASM
a. Request technical assistan&/elop TICE; execute ical assistance
offerings, as awarded
b. Request technical d8sistance to d nal Interoper%
Communications Plan: nical assistance offefings, as
awarded \

c. Seek funding for CAS
defin

les, responsibilities, and

Populate CASM for aterested entities
5) Encourage multi-jurisdictional and multi-discipline participation on SIEC workgroups
6) Ensure consistent alignment of the SCIP to the NECP.

Critical Success Factors/Risks:

1) Availability of resources (e.g., funding, staffing, equipment, etc.)

2) OEC award of technical assistance

3) Updates to SCIP, NECP, or other federal requirements

4) Participation of statewide stakeholders in technical assistance offerings
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5) Sustained federal support of the CASM tool.
Funding:

e Federal
o IECGP
o PSIC
o OEC
o NGA
e State
o PSIC Office

Potential funding
e Federal

Outreach Plan: See Sections 5.3 and 5.8.

.\

y -

<\

¢
O\
™

-
e
e
e
e

L &
o SHSGP AY =

VN

A
N\
N
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5.8.1.2 Develop Long-term Plan for Statewide Interoperability for Voice and Data

NECP Alignment:
NECP Objective NECP Initiative NECP Milestone
None None None

Gap Statement: Fiscal realities in Arizona have changed to the extent that previously defined
forward strategies require revision. Arizona can benefit from leveraging this SCIP to develop a
cohesive statewide voice and data strategy to improve intero&rable communications.

Initiative Description: Formulate a cohesive statewide vai€esand data interoperable
communications plan. y— 4

Priority: Medium -A

re.

A 4

Term/Timeframe: Short-term (2011)

yF - N
Lead/Owner: PSIC Office ’

Primary Participants: X
o Public safety/service stakehol tatewidedh

o Elected and other gegior govern l g
o PSCC

Action Plan:

1)

and data interoperability
al le ideas and plans
subordin approach/sélution
and inp

2xisting technologies to newly procured

2)

. Develop

mergency Communications Plan addressing
astrophic loss and mass evacuation/ingress

lan for coordination with neighboring states and Mexico
lan for addressing communications interoperability with the
ements of the major transit systems in Arizona

cy Users to address their data interoperability efforts in

safety
e. Require
annual strat
4) Design - Research historical lessons learned/successes (e.g., from SMEs, other
localities/states, etc.).
5) Develop Proposals
a. Submit for stakeholder/SME review/feedback/recommendations
b. Present revised proposals to the appropriate approval body(ies) for further
review and approval.
6) Implement approved approaches
7) Conduct both on-going and end result evaluations.
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Objectives:

1) Develop a Long-term Plan for Statewide Interoperability for Voice (2011)
2) Develop a Long-term Plan for Statewide Interoperability for Data (2011).

Performance Measures:

1) Document a consistent approach for achieving statewide voice and data
interoperability.

Critical Success Factors/Risks:

p N

1) Availability of resources (e.g., funding, staffing, e t, etc.)
2) Cooperation of stakeholders in a statewide dis process.
Funding: =

There are currently no active funding sourcA( gis inith

Potential funding

< .\
3 AR A
NS\

10 5.8.5
\
\ 4

e State
o PSIC Office
o RICO

Outreach Plan:
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5.8.1.3 Develop and Implement Long-term Funding and Sustainability Strategy for
Interoperable Communications

NECP Alignment:

NECP Objective NECP Initiative NECP Milestone

None None None

Gap Statement: Arizona is facing considerable state fiscal challenges related to the current
economic environment and relies on a significant amount of federal grant funding and technical
assistance to implement interoperable communications proj These allocations are not
sufficient to fully meet the interoperability needs of public and service

agencies/organizations statewide. Arizona, therefore, ntified a need to develop long-
term funding plans which include sustainability strat o,

Initiative Description: This initiative is intendemgelop a&iled statewide funding plan
for interoperable communications projects th into accoun nown and possible
funding streams, identify areas where fundi cking, and incorp sustainability
strategies to ensure sufficient funds are a le to maintain and enh rojects after their
initial implementation.

Priority: Medium F =
Term/Timeframe: Short-term (20\
Lead/Owner: PSIC Office

Primary Partic

C.
3) Planning

b. Develop sustainment plans which incorporate outreach, leadership support, and
education elements in addition to funding requirements.
4) Design - Research historical lessons learned/successes (e.g., from SMEs, other
localities/states, etc.).
5) Develop Proposals
a. Submit for stakeholder/SME review/feedback/recommendations
b. Present revised proposals to the appropriate approval body(ies) for further
review and approval.
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6) Implement approved approaches
7) Conduct both on-going and end result evaluations.

Objectives:

1) Identify known local, state, tribal, federal and/or private funding streams that could be
used to support interoperability

2) Identify existing and projected interoperability projects in need of implementation and
sustainment funding; determine funding requirements for each project

3) Develop a statewide long-term interoperable commum:ations funding plan.

: —
Performance Measures y-
1) Finalize and publish a long-term statewide SM funding plan for interoperable

communications. E 4 N
A N
Critical Success Factors/Risks: ‘

1) Availability of resources (e.g., fundi ing, equment
2) Cooperation of stakeholders into wide discussion proc
Funding: A \

There are currently no active flinding source tive.

Potential funding
* Federal
O

IECGP

November 2009
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5.8.2 SOPs

5.8.2.1 Establish a Policies, Standards, and Procedures (PSP) Framework, and
Implement PSPs, Including SOPs, for Statewide Interoperable Communications

Solutions
NECP Alignment:
NECP Objective NECP Initiative NECP Milestone

1 1.3 2

3 3.1 P 6

3 3.1 SEm 7

3 3.2 1
Gap Statement: As of 2009, Arizona does not hﬂmteMPSP framework regarding
interoperable communications. Furthermore, h some st ide interoperable

g planned, Ari has not developed or

of those solutions & as not developed

ped in a consistent ma .

Initiative Description: In order to fully coordi ' communi s statewide,
Arizona needs to establish a rel s stakeholders¥@implement
interoperability projects consistent Initiative promotes the*development

of that framework and its componen keholders to implement those
SOPs.

Priority: High

communications solutions exist and others
implemented consistent SOPs regarding
templates to ensure that future SOPs are

Term/Timeframe

b. Provide needs statements and inputs..
3) Planning
a. Develop a PSP framework for statewide interoperability
b. Develop SOP and other templates to promote procedural consistency within
Arizona
c. Develop needed SOPs.
4) Design - Research historical lessons learned/successes (e.g., from SMEs, other
localities/states, etc.).
5) Develop Proposals
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a. Submit for stakeholder/SME review/feedback/recommendations
b. Present revised proposals to the appropriate approval body(ies) for further
review and approval.
6) Implement approved approaches
7) Conduct both ongoing and end result evaluations.

Objectives:

1) Develop a statewide interoperable communications PSP Framework
2) Develop consistent interoperable communications S%’s and SOP templates
3) Implement developed SOPs statewide. N

Performance Measures: y.

1) Finalize and publish a PSP Framework for iwty within Arizona

2) Finalize and publish approved interope%&hmun@ns SOP templates for
stakeholder use

3) Finalize and publish approved SOP. d to statewide i
communications solutions (e.g., s

Critical Success Factors/Risks:

1) Availability of resources (
2) Cooperation of stakehold
3) OEC award of technical ass

ent, etc.)
on process

Funding:

e Federal
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5.8.3 Technology

5.8.3.1 Complete AIRS by Deploying Remaining AIRS Suites
NECP Alignment:

NECP Objective NECP Initiative NECP Milestone

3 3.1 6

Gap Statement: AIRS radio frequencies are designed to be used in the event of a multi-
agency operation requiring the use of common state radio g@fwel(s), specifically for the
purpose of coordinating activities during identified incid dditional AIRS installations and
enhancements are required to provide statewide covefage@nd access to this solution.

Initiative Description: Arizona’s short-term stra miudeﬁnsi;n of AIRS coverage in

order to provide a basic level of interoperabilit h nationa state interoperability
channels. AIRS supports VHF, UHF, and 8 frequencies u roughout Arizona, with
a cross-band repeater configuration that ommunication betw ands.

Priority: High
Term/Timeframe: Short-term (201gh).
Lead/Owner: DPS/WSB

Primary Participants:

2)

3) Deploy additional coverage solutions (2011).

Critical Success Factors/Risks:

1) Availability of resources (e.g., funding, staffing, equipment, etc.)

2) Access to suite locations and assets

3) Identification of long-term maintenance and sustainability resources
4) Cooperation of local agencies and users.
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Funding:

* Federal
o SHSGP
o PSIC
» State
o DPS — While there is no dedicated funding source, DPS has assumed
responsibility for funding the maintenance and operations of AIRS equipment

* Local — Certain AIRS recipient agencies are responsible for funding the facilities to host
AIRS suites B

—
Outreach Plan: Utilize existing statewide relationshipWIe AIRS deployments in each
county. Update the PSCC and SIEC on initiative progféssas,
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5.8.3.2 Implement, Enhance and Promote Functional Regional Systems in Support of
Interoperable Communications

NECP Alignment:

NECP Objective NECP Initiative NECP Milestone

None None None

Gap Statement: Although some robust regional systems exist (see Appendix G) and other
systems are under development, many areas within Arizona do not have access to regional
shared systems and currently operate on individual agency ems. Lack of or inadequate
connectivity between systems hinders interoperability. &

Initiative Description: Arizona has identified the linkifigi®ffegional systems with one another
and with state systems as the primary mechanism, t6¥@gffitat&hteroperability statewide. This
initiative is designed to support the deveIopmenﬂdse compenent systems.

Priority: High
Term/Timeframe: Long-term

Lead/Owner: Regional Partners

Primary Participants: v
PSIC Office \
State Agency Users

PSCC

SIEC

O O O O

Action Plan:

1)
icatie
b. Ident| sible
keholder Inp

[ elated to de\}eloping robust and sustainable
as fou ional elements for statewide interoperable

ubordinate approach/solution
and inputs

s for projected regional system projects/needs statewide
plans which incorporate outreach, leadership support, and
n addition to funding requirements.
4) Design - Resear al lessons learned/successes (e.g., from SMEs, other
localities/states, etc:
5) Develop Proposals
a. Submit for stakeholder/SME review/feedback/recommendations
b. Present revised proposals to the appropriate approval body(ies) for further
review and approval.
6) Implement approved approaches
7) Conduct both on-going and end result evaluations.

Objectives:
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Encourage partnerships in regional shared systems

Support the development of new regional shared systems

Provide enhancements to existing regional shared systems

Develop interoperability connections between regional shared systems.

2enpz

Performance Measures:

1) Participate in and/or facilitate meetings to foster regionalization of public safety/service
communications

2) Pursue grant funding and technical assistance to pr(mote developing new and
enhancing existing regional shared systems

3) Provide outreach and education to encourage p& discussion regarding the
benefits and challenges of regionalized com ns strategies

4) Implement interoperable communications b s of neighboring shared
systems (e.g., intersystem shared chanmx). .

%

affing, equipment, e
streams (i.i., the recei

Critical Success Factors/Risks:

1) Availability of resources (e.g., fun

2) Impact of reimbursement-based fun
to “front” grant monies)

3) Impact of “Home Rule” degision making

gency’s inability

nomy

4) Cooperation of local agen

5) Willingness of agencies to € approach that consolidates
communications services

6) Fostering the of appro e ele nd go mental officials

7) Impact of Nz mentalfPelicy A sments and approvals

8) : : hnicaw roprietary systems

9) .

- F

rts regtonal planning through technical assistance, outreach
to regional partners
* Local

Potential funding
* Federal

o BIDP
o OPSG
o UASI
o MMRS
o EOC

Outreach Plan: See Sections 5.3 and 5.8.5.1.
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5.8.3.3 Upgrade the Statewide Microwave Backbone Infrastructure to Digital

Technology
NECP Alignment:
NECP Objective NECP Initiative NECP Milestone
None None None

Gap Statement: The current statewide microwave network is owned, operated, engineered,
and maintained by the DPS and provides microwave connectivity for local, state, and federal
public safety and/or service agencies throughout Arizona. Alihough built primarily to support
State agency radio systems, many other agencies use so ion of its capacity.

In order for the statewide microwave network to conmide the infrastructure needed

to support its mission, an upgrade of the microwave. o digital technology is required.
A digital backbone must be in place for Arizona togmplement dern, standards-based,
interoperable public safety radio communicati

Initiative Description: This initiative is d om the current analog
microwave system to a digital microwave

Priority: High

A
Term/Timeframe: Long-term (2 v \
Lead/Owner: DPS/WSB

Action P.

2) Complete the Microwave Western Loop (subject to funding availability)
3) Complete the Microwave Northern Loop (subject to funding availability).

Performance Measures:

1) Complete Southern Loop digital capability and redundancy
2) Complete Western Loop digital capability and redundancy
3) Complete Northern Loop digital capability and redundancy.

Critical Success Factors/Risks:
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—_
~

Availability of resources (e.g., funding, staffing, equipment, etc.)
2) Access to and integrity of physical infrastructure elements to support the microwave
equipment

3) Identification and procurement of new infrastructure sites
4) Spectrum availability and licensing
5) NEPA assessments and approvals
6) Identification of long-term maintenance and sustainability resources
7) Cooperation of local, tribal, state, and federal agencies.
Funding:
* Federal
o SHSGP
o PSIC
» State
o DPS
* Local

Potential funding

e Federal
o LETPP
o OPSG
o UASI

Outreach Plan: Utili
required updates to
BC). Periodically update

rships to enable microwave
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5.8.3.4 Implement the State Strategic Technology Reserve (STR)
NECP Alignment:

NECP Objective NECP Initiative NECP Milestone

7 7.2 5

Gap Statement: Key state officials need a reliable redundant communications system among
and between themselves and the agencies relying on them for decisions in times of
emergency. Arizona officials consider the continuity of government (COG) as the prime
directive for the STR, with augmentation of the current rese that are deployed throughout
Arizona. In addition, implementation of the STR is a ma requirement for the National
Telecommunications and Information Administration ( SIC Grant (period of performance

2008-2010). SEE,
Initiative Description: This initiative is designe‘sﬂstain t&mmunications capabilities
during emergencies that may involve commu outages aff existing commercial and

s with interoperable

incident area. Furthermore, this i
Priority: High
Term/Timeframe: Short-

RFP criteria (e.g., price, experience, recurring expenses,
e winning contract(s)

7) Complete and is quired purchasing orders

8) Configure, program;i@nd deploy received equipment

9) Complete training on use and maintenance of equipment.

Objectives:

1) Pre-position and secure mobile interoperable communications assets for immediate
deployment to impacted areas statewide in an emergency or major disaster

2) Provide redundant communications assets which can reconstitute basic public
safety/service communications in the event of a catastrophic communication failure
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3) Augment COG capabilities by providing a reserve of communications assets to
government officials.

Performance Measures:

1) Establishment of multiple communications pathways between key governmental
officials and key emergency management officials

2) Deployment of all equipment purchased and dedicated to the STR

3) Demonstrate the ability to mobilize and activate STR equipment to impacted sites
within a reasonable time frame.

PN
it isks: o
Critical Success Factors/Risks y—
1) Availability of resources (e.g., funding, staffin ment, etc.)
2) Identification of long-term maintenance and ity resources

3) Marketing the availability and applicabilitysef SFR res
4) Delays in radio equipment procureme rdellvery \
Funding:

e Federal

o PSIC
» State
o ADEM
* Local — STR recipient agencie nsible f ding training, malntenance and
operations of STR equipment
d co

Outreach Plan: Acti C plan nlcatlons groups statewide
through briefings o > [ dlng access and
deployment procé st'procedures are consistently
documented in all yans, and TICPs.
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5.8.3.5 Upgrade Operable Communication Systems for State Agencies In Support of
Interoperable Communications

NECP Alignment:

NECP Objective NECP Initiative NECP Milestone

None None None

Gap Statement: Existing public safety Land Mobile Radio (LMR) communications systems for
Arizona State agencies are nearing end-of-life, requiring significant updates and/or
replacement in order to maintain connectivity and service f rs and compliance with state
and federal communications standards (e.g., narrowbandi .) in support of interoperability.

Initiative Description: Develop and implement a plagid@provide State agencies with
continued access to operable public safety/servic I@oﬁ%ations that includes
migrating from existing end-of-life resources to siln‘able sol s capable of establishing

interoperability among State agencies and w tribal, and M public safety and
service agencies/organizations.

Priority: High
Term/Timeframe: Long-term
Lead/Owner: State Agency Gro
Primary Participants:
o State Age
Action Plan:

1)
2)

0 ut
a. Define pe
. Provide n

ing

ion/migration plans for proposed State agency solutions
plans which incorporate outreach, leadership support, and
n addition to funding requirements.
5) Design - Resear al lessons learned/successes (e.g., from SMEs, other
localities/states, etc:
6) Develop Proposals
a. Submit for stakeholder/SME review/feedback/recommendations
b. Present revised proposals to the appropriate approval body(ies) for further
review and approval.
7) Implement approved approaches
8) Conduct both on-going and end result evaluations.

Objectives:
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1) Develop a plan to provide State Agency Users with continued access to operable
public safety/service LMR communications in support of statewide interoperability

2) Implement immediate solutions to enhance operable communication systems for State
Agency Users in support of interoperable communications

3) Implement upgrades to operable communication systems for State Agency Users in
support of interoperable communications.

Performance Measures:

1) Develop a plan to provide State Aagency Users with continued access to operable
public safety/service LMR communications in supp statewide interoperability.

Critical Success Factors/Risks: ..

1) Completion of the statewide digital microwm

2) Availability of resources (e.g., funding, s 'rTMaquip?‘i etc.)
3) Spectrum availability and licensing m
4) Identification of long-term maintenMustainability r

Funding:
or this j ive. \

rces.

There are currently no active funding sou
Potential funding

e Federal
O

e State

Group. Update IEC on initiative progress. Provide required updates to
GITA, the AZDOH
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5.8.4 Training and Exercise

5.8.4.1 Develop and Implement a Training Plan to Address Interoperable
Communications

NECP Alignment:

NECP Objective NECP Initiative NECP Milestone
1 1.3 2
3 3.1 7
3 3.2 q 1
7 7.2 y 4 4
Gap Statement: Arizona recognizes a need to coomnications—focused training
opportunities statewide in order to ensure that appro eu nd stakeholders achieve and

maintain mission critical interoperable co

mmunj s compet .
Initiative Description: This initiative seek ' operable

communications training plan for Arizona.

Priority: Medium
Term/Timeframe: Short-term (2
Lead/Owner: PSIC Office / Regio
Primary Participants:

communications-focused TEPW which incorporates the
statewide TEP.

regional
4) COML/COMT
a. ldentify SMEs for a COML Initiative Working Group and define the Group’s
objectives; create the COML Initiative Working Group
b. Incorporate future COML and COML Train the Trainer course offerings into the
multi-year TEP
c. Create a uniform tracking system for COML certifications
d. Create a statewide process for reviewing candidate competency prior to COML
signoffs
e. Address COMT training and certification protocols as federal training
opportunities are developed and offered.
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5) AIRS Training

a. ldentify SMEs who can participate in the development of an AIRS training
program
Develop AIRS protocols
Develop AIRS training curriculum
Develop AIRS training materials
Deliver AIRS training curriculum and materials to end users statewide
Develop a sustainable AIRS training program in order to perpetuate AIRS
training
g. Incorporate AIRS training into the multi- yea‘

Objectives:

~® Q00T

1) Develop regional multi-year communlcatlon
2) Develop a statewide multi-year communjgations-focu
3) Develop and implement AIRS trainin ide

4) Implement a COML Training Progr

5) Implement a COMT Training Pro

Performance Measures:

1) Regions finalize and pub&mulh-year C s-focused T%v
inali [ [ ications-focused T hich

Outreach Plan: See Sections 5.3 and 5.8.5.1.
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5.8.4.2 Develop and Implement a Strategy for Exercises Focused On or Incorporating
Interoperable Communications

NECP Alignment:

NECP Objective NECP Initiative NECP Milestone
1 1.3 2
3 3.1 7
3 3.2 1
7 7.2 4
Gap Statement: Although exercise offerings vary at the el, Arizona has not prioritized

incorporating communication capabilities into exercise nities statewide and would
benefit from conducting additional communications-&rcises. As of 2009, Arizona
does not have a multi-year statewide comprehengivese@@mmunigations Training & Exercise Plan
(TEP) that incorporates interoperable communij S needs o abilities.

Initiative Description: Emphasize incorp
safety and service agencies’/organization
communications focused regional TEPs an

rcise opportunities by oping a multi-year
nsolidated‘tatewide T

Priority: Medium .
Term/Timeframe: Short-term (20

g and Exercise Plan (TEP)
munications-focused Training and Exercise Plan
hich identify strategies to support funding, staffing, and

regional TEPs into a statewide TEP.
4) Coordinate exercise offerings with identified communications-focused training needs
(e.g., COML task book functional exercises, etc.).
Objectives:

1) Develop regional multi-year communications-focused TEPs
2) Develop a statewide multi-year communications-focused TEP.
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Performance Measures:

1) Regions finalize and publish multi-year communications-focused TEPs

2) Finalize and publish a statewide multi-year communications-focused TEP which

incorporates existing regional TEPs into a statewide TEP.
Critical Success Factors/Risks:

1) Availability of resources (e.g., funding, staffing, etc.)
2) Local and regional stakeholder interest and/or participation
3) Availability of technical assistance.

Funding:

e Federal

o |IECGP

o OEC
e State

o ADEM

o PSIC Office
e |Local

Outreach Plan: See Sections 5.

y -

N

November 2009
FOR OFFICIAL USE ONLY

65



FOR OFFICIAL USE ONLY
Arizona Statewide Communications Interoperability Plan

5.8.5 Usage and Outreach

5.8.5.1 Create and Implement an Education & Outreach Plan in Support of
Interoperable Communications

NECP Alignment:

NECP Objective NECP Initiative NECP Milestone

1 1.3 2

Gap Statement: In a vast state with many remote areas a
to address, it is difficult for all stakeholders to stay inform
interoperable communications issues. “

any critical public safety needs
rding critical public safety

Initiative Description: The Education and Outre
encouraging collaboration and educating policy

ioners on:
* Interoperability goals ’
* SCIP initiatives
» Best practices throughout Arizona.

The plan will also describe the roles, responsibi an unities for in ment for the
PSIC Office (See Sec. 5.3), the i all local, state, fe | and tribal

agencies in the implementation of t

scribe the plan for
rs and pr

Priority: Medium
Term/Timeframe: S

ach needs and gaps that, when corrected, could
ess and effectiveness of interoperable communications in

2) Stakeholder Inpu
a. Define a scope'for each subordinate approach/solution
b. Provide needs statements and inputs.
3) Design - Research historical lessons learned/successes (SMEs, other localities/states,
etc.).
4) Develop an Outreach Plan that activates local, regional, tribal, state, and federal
stakeholders in support of interoperable communications
a. ldentify strategies for stakeholder involvement
b. Submit for stakeholder/SME review/feedback/recommendations
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c. Present revised drafts to the appropriate approval body(ies) for further review
and approval
5) Implement approved approaches
6) Conduct both on-going and end result evaluations.

Objectives:

1) Develop a statewide Education and Outreach Plan in support of interoperable
communications that describes the plan for encouraging collaboration and educating
policy makers and practitioners.

2) Actively encourage and coordinate collaborative ef o identify and address local,
regional, tribal, and state barriers to advancing i rability solutions and usage

3) Travel to regions where interoperable comrﬂre needed and conduct group
and one-on-one meetings to understand fir hallenges facing public safety

and service agencies/organizationii#tm interggerable communications, and

support stakeholders as they address hallenges
4) Develop resources for interoperabl unications to sh
from across Arizona
5) Develop partnerships with agency p
managers, regional communication ce

se success stories

Performance Measures:

1)
2)

3)
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6.0 CLOSE

The Arizona SCIP provides an overview of the State of Arizona, synopsizes its demographic
and geographic features, describes Arizona’s public safety and service agencies/organizations,
documents the current interoperability assets available statewide, notes the presence and
application of current operations standards and protocols, and presents the strategic initiatives
chosen to further the overall interoperability plan for the futureA.

A
NEXT STEPS =

y 4
The PSIC Office is committed to developing comprehghsiliéaction/project plans to accompany
each initiative detailed in this SCIP and to facilitate ifMplementihg these initiatives.
Action/project plans will be available via the PS iCe websi d the PSIC Office will track

progress on each initiative. Questions or inqui garding the iled action/project plan for
each initiative should be directed to the Ari IC via the PSIC

A\
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APPENDIXA REGIONAL AND COUNTY

INFORMATION

A.1

Cities and Towns within Each County

Arizona Cities and Towns within Each County (November 2007)

Apache County

Alpine
Eagar
Greer
Saint Johns
Springerville

Cochise County

Benson
Bisbee

Bowie

Douglas
Huachuca City
Pearce
Sunsites
Sierra Vista
Tombstone
Willcox

Coconj
Co
F

P
Sed
Tuba
Williams

La Paz Coun

Gila County Maricopa AR County
Globe County s

Hayden (Continue ca

Miami Mesa & <~ @ Calalina
Payson i lley @ Gre lley
Pine Maran
Strawberry Oro Valle

Star Valley Sahuarita\
Winkelman uth Tucson

Young ‘ on

Graham
County

Maricopa
Oracle
Picacho
Dolan Springs Picacho Peak
Kingman Red Rock
ake Havasu San Manuel
y Superior

Santa Cruz
County
Nogales
Patagonia
Rio Rico
Sonoita
Tubac

vapai County

Black €anyon
City

Camp Verde
Chino Valley
Clarkdale
Cottonwood
Dewey-Humboldt
Jerome

Lake Montezuma
Mayer
McGuireville
Peeples Valley
Prescott

Prescott Valley
Rimrock

Sedona (also
Coconino Co)

atman Seligman
Bouse Verde Village
Ehrenberg Navajo County Yarnell
Parker Heber-
Quartzsite Overgaard
Salome Gilbert Holbrook ;:r:nfu(iiounty
Wenden Joseph Cit
Glendale LakeZide y Somerton
Goodvear Wellton
y Overgaard
Guadalupe Pinetop- Yuma
Litchfield Park Lakeside
Show Low
Snowflake
Taylor
Winslow
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A.2 UASI Areas

PRNSE\
Why .

<

Cities and Towns Included in the Phoenix UASI (November 2007)

Apache Junction
Avondale
Buckeye
Carefree
Cave Creek
Chandler

El Mirage
Fountain Hills
Gila Bend
Gilbert
Glendale
Goodyear
Guadalupe
Litchfield Park
Mesa

S

Paradise Valley
Peoria
Phoenix
Queen Creek
Scottsdale
Surprise PN
Tempe e
Tolleson g
Wickenburg “
Youngtown , &= &

Fort McDgielh Indian Contaagmnity
Gila Riyéflgian Community <,
SaltRiVePPima-Maricopa Indiam@emmunity
StateiofArizona A N

Unincofporated Maricgpa County @i,

AN
Cities and Towns Included in the Tucson UASI (November 2007)
Ajo R

Arivaca ...

Catalingg .
Coroi@de’Tucsonl .,
Coffaro” A N
Gre&aMalley i )
Lukevilféi, y

ey
Mount@@mmon s
Pisinemo Tfading Post,

B
Sh. W

Saita Rita Fothills G
Sa¥le S, ‘
Sells\

South THES6N
Topawa @

. 4

N \
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A.3 2007 SCIP Process Participating Agencies

2007 SCIP Process Participating Agencies (November 2007)

State Government
Department of Emergency Management and Military Affairs
Department of Health Service

Department of Homeland Security

Department of Public Safety

Government Information Technology Agency

Public Safety Communications Advisory Commission

Local Government
City of Case Grande
City of Mesa

City of Peoria

City of Yuma

Cochise County EOC
Coconino County EOC
Coconino County Sheriff’'s Department
Emergency Operations Centers
Gila County Sheriff's Department g,
Gila River Indian Community
Gilbert Fire Department

Maricopa County EOC
Maricopa County Sheriff:
Mesa Fire Departme
Mohave County
Phoenix Fire

Phoenix Police Depar

Pima Coun
pima CoufiiSRBRlts. Do

Pinal

Pina ty

La Paz nty EOC
t

Town of

Private Companie

Federal Engineering
Motorola

Northrop Grumman

Science Applications Internati
Tyco Electronics

orporation (SAIC)
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APPENDIX B TRIBAL NATION POC

INFORMATION
Ak-Chin Indian Community Kaibab-Paiute Tribe
Route 2, Box 27 HC 65 Box 2
Maricopa, AZ 85239 Fredonia, AZ 86022
http://www.ak-chin.nsn.us/
Cocopah Indian Tribe Pascua Y ibe
PO Box Bin G 7474 S o De Oeste
15th & Ave. G TucsdRFAZB5746

Somerton, AZ 85350
http://www.cocopah.com/

Colorado River Indian Tribes

httm myaqw .com/

“Puel Pueblo of Zuni Tr|be

Route 1, Box 23-B 1203B State Hwy 53
Parker, AZ 85344 PO Box 339
http://critonline.com/ Zuni, NM 87327

Fort McDowell Yavapai Nation i -Maricopa India Community
PO Box 17779 F =

Fountain Hills, AZ 85269 AZ 85256
http://www.ftmcdowell.org/ : .saltriver.pima-maricopa.nsn.us/
Fort Mojave Indian Tribe San Carlos Apache Tribe

500 Merriman Ave PO Box O

Needles, CA 92363 San Carlos, AZ 85550

(The Fort Mojave reservation is on both sides of http://www.sancarlosapache.com/

the Arizona-California border)
http://www.fortmojave.com/

Fort Yuma-Quechan Tr n Juan Southern Paiute Tribe
PO Box 1 0x 1989
Yuma City, AZ 86045

Gila River Indian Commumty Tohono O'odham Nation:
PO Box 97 PO Box 837
Sacaton, AZ 85247 Sells, AZ 85634

http://gric.nsn.us/

Havasupai Tri ‘ Tonto Apache Tribe

PO Box 10 Tonto Apache Reservation #30
Supai, AZ 86435 Payson, AZ 85541
http://www.havasupai http://www.tontoapache.com/

Hopi Tribe White Mountain Apache Tribe

PO Box 123 PO Box 700

Kykotsmovi, AZ 86309 Whiteriver, AZ 85941

http://www.hopi.nsn.us/ http://www.wmat.nsn.us/

Hualapai Tribe Yavapai-Apache Nation

PO Box 179 PO Box 348

Peach Springs, AZ 86434 Prescott, AZ 86322
http://www.yavapai-apache-nation.com/

Navajo Nation Yavapai-Prescott Indian Tribe

PO Box 9000 530 E. Merritt Street

Window Rock, Arizona 86515 Prescott, AZ 86301

http://www.navajo.org/ http://www.ypit.com/
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Arizona Lands of Federally Recognized Tribes

mmm’( !
Tribe
R San Juan
Hawvasupai Tbe | Southemn Paiute
I ¢ MNarvagy Nabon
The Hog
MAHAVEY COCONMNO Tribe
APRCHE
o0 - e - et
[ - | Hualapai = =
< o Mogave| | Tribe o Ao
r : YavaparApache Naton| Zuni Pueblo
S / White
I‘rm-l’nwnﬂ & N Mountain
Indian Triba N Mh. Tribe
yavara | Toro Apacho N
T
Indian Tribes Yavapai Haton
LA PA, . "5 GiLA
NUARICOPA, \} L HIW !
S River i 4
Gila River Fima-Marncopa q F 4
Indian Community = Indian Community| I
—aRCHn 7 An San Carlos
|~ Ak-Chin ( A ’-‘
{_lﬂﬂliﬂ Community N LApache Tribe

¥ L
RO Yot .| Pascua

1 [Tchuno O‘Oci\um'l
& m 1

*Arizona Commission of Tribes; http://www.indianaffairs.state.az.us/
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APPENDIX C EXECUTIVE ORDER 2005-08

Executive Order 2005-08
DESIGNATION OF THE NATIONAL INCIDENT MANAGEMENT SYSTEM (NIMS) AS THE BASIS FOR
ALL INCIDENT MANAGEMENT IN ARIZONA

WHEREAS, in Homeland Security Presidential Directive, the President of the United States
directed the Secretary of the Department of Homeland Security to develop and administer a
National Incident Management System (NIMS) that would provide a consistent nationwide
approach for Federal, State, local, and tribal governments to work together more effectively and
efficiently to prevent, prepare for, respond to, and recover from domestic incidents of any cause,
size, or complexity; and

WHEREAS, it is necessary and desirable that all Federal, State, local, and tribal emergency
agencies and personnel coordinate their efforts to effectively and efficiently provide the highest
levels of incident management; and

WHEREAS, to facilitate the desired levels of incident management, it is critical that Federal,
State, local, and tribal organizations use standardized terminology, standardized organizational
structures, interoperable communications, consolidated action plans, unified command
structures, uniform personnel qualification standards, uniform standards for planning, training,
and exercises, comprehensive resource management, and designated incident facilities during
emergencies or disasters; and

WHEREAS, the NIMS standardized procedures for managing personnel, communications,
facilities and resources will improve the State’s opportunities for federal funding to enhance
local and state agency readiness, maintain first responder safety. and streamline incident
management processes; and

WHEREAS, federal guidelines for homeland security grant funding for federal fiscal year 2006
and beyond require NIMS compliance as a condition of eligibility; and

WHEREAS, the National Commission on Terrorist Atiacks (9-11 Commission) recommended
adoption of a standardized Incident Command System;

NOW, THEREFORE, [, Janet Napolitano, Governor of the State of Arizona, by virtue of the
authority vested in me by the Constitution and laws of this State, hereby order and direct as
follows:

1. The National Incident Management System (NIMS) shall be the State standard for
incident management.

2. The Arizona Office of Homeland Security (AOHS) and the Arizona Division of
Emergency Management (ADEM) shall lead NIMS implementation throughout Arizona.

3. AOQHS shall be charged with:

a. Incorporating NIMS into existing statewide training programs and exercises;
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Executive Order 2005-08
Page 2

Seeking federal preparedness funding sufficient to support NIMS implementation;
Incorporating NIMS into emergency operations plans;

Promoting infrastate mutual aid agreements;

Providing and coordinating technical assistance to local entities regarding NIMS
to ensure statewide compliance;

Institutionalizing the use of NIMS; and

. Leading the effort to achieve statewide NIMS compliance to ensure continued
eligibility for federal homeland security grant funds.

¢ oo

o =

IN WITNESS WHEREOF, I have hereunto set my hand
and caused to be affixed the Great Seal of the State of

Arizona.
GOVERNOR

DONE in Phoenix, Arizona this 29" day of March Two
Thousand Five and of the Independence of the United
States the Two Hundred and Twenty Ninth,

ATTEST:
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APPENDIXD PSCC AND SIEC
MEMBERSHIP

2009 PSCC Members®’
Name Title Agency
Chad Kirkpatrick Director formation Technology Agency
Michael Brashier Communications Manager
Amy Brooks Captain
Hal Collett Retired
Jan Hauk Past President
Tracy Montgomery Assistant Chief
Patrick Quinn Deputy Chief
Kathleen Robinson Assistant Chief
Danny Sharp Chief
Dan Wills Chief
Dewayne Woodie Fire Chiefdin
Mike Worrell Captain Fire Department
Vacant
Vacant
Vacant
2009 SIEC Me
Name Agency

Mark Venuti -Chair
Paul Wi i

Guardian Medical Transport

ima County Sheriff's Department

»Department of Public Safety

aricopa County Department of Emergency
Management (MCDEM)

Phoenix Police Department

87 Current as of November 2009. Please visit http:/www.azgita.gov/psic for the current list of Commissioners.
% Current as of November 2009. Please visit http:/www.azgita.gov/psic for the current list of Committee Members.
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APPENDIXE TECHNOLOGY ASSETS

. 39
Microwave Map
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TS R kT
AR \ A
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STH PEAK BEN AVRY AL siaw auTE
CUADALPE PERG . STHE FRESRY, A
CONNNGHAM PENCAS WE TGS 2
Pt

ARIZONA CITY
P oy A J— HELIOGRAPH PEAK
b —_, Loy
oo HuA - p e
A — A 005 CABEZS
AR y ATEUS AN
rerstone ol - -
HAYSTACK WTN. A
SERRA VSTARC._ m‘":” PRk
A RD WONTAN WLE MONTAN
s A { A’II
WIRELESS | NOGNLES HIL

SYSTEMS
BUHEAU’

STATE DIGITAL MICROWAVE NETWORK

‘ version 2.2

UPDATED 8-17-2009

| E— e
‘ DENOTES COMPLETED DIGITAL PATH State Digital Microwave Network 2.20%6

% Arizona Department of Public Safety, Wireless Systems Bureau;
http://www.azdps.gov/About/Organization/Criminal Justice Support/Wireless Systems/
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AIRS Suite Tower Locations and Assigned PL Tones

AIRS Channel Monitoring Agency County Serviced Suite Location(s)

AIRST Maricopa County Maricopa Towers Mountain
Thompson Peak
South Mountain
Whitetank Mountain (pending
replacement)
AIRS2 Pima County Pima Mt. Lemmon
ystone Peak

AIRS2 Santa Cruz County Santa Cruz Mgales Hill
AIRS2 Coconino County Coconino 4 Navajo Mountain
& <Mt Elden
. 4 Williams Mountain

S ly Hill
Jac _ke (pending)

AIRS3 Pinal County/Casa Signal
Grande PD Mt. Ord ( onitored)
AIRS3 La Paz County ‘\Cunningham (pending)
AIRS3 Yuma County 'elegraph Pass\
Oatman Mountain monitored)
AIRS4 Navajo County Piney Hill v

Roberts Ranch

illow Beach
ristmas Tree Pass
Hualapai Mountain
- Black Rock (pending)

AIRS' ) u P Lake Havasu
AIRSS P|m nty‘ Childs Mountain

AIRS5 DPS Tu Greenlee Heliograph Pass
Graham Mule Mountain
ochise Bernardino Peak
Guthrie Peak

AIRS5 a

V

AIRS4

Yavapai Juniper Mountain
Mingus Mountain
Squaw Peak
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STATE AGENCY RADIO FREQUENCY BANDS

Agency VHF

CONV  CONV

Department of Transportation (DOT) X
Department of Public Safety

Game & Fish Department
Department of Corrections
Department. of Juvenile Corrections
Parks Board & State Land Department
Department of Agriculture
EMSCOM

Veterans Memorial Coliseum
Shared Government Operations
AIRS

COUNTY SHERIFF RADIO FREQUENCY BANDS

County ~  VHF  UWF

CONV  CONV

£ N4
L x ¥

Apache County '
o,

Cochise County

Coconino“
Gila C

Gralﬁmty

Green@unty
La Paz Cc‘
Maricopa Com

Mohave County
Navajo County

N U
.-

Pima County
Pinal County
Santa Cruz County X
Yavapai County X

Yuma County

CONV  TRUNK

CONV TRUNK

800
P-25

800
P-25
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CITY AGENCY RADIO FREQUENCY BANDS
City (By County) VHF  UHF 800 800

CONV CONV  CONV TRUNK

APACHE
Eagar
Springerville
St. Johns
COCHISE
Benson
Bisbee
Douglas
Huachuca City
Sierra Vista
Tombstone -~
COCONINO COUNTY
Flagstaff
Fredonia
Page
Sedona
Williams
GILA

Globe
Hayden

i

PayS(‘

GRAHAM

Pima

@ @
Safford ‘ ‘
AN i)

X X

Thatcher
GREENLEE
Clifton A Y 4 X

LA PAZ

Parker ' X

Quartzsite X

MARICOPA

Avondale

Buckeye (*migrating from) 900*
Chandler (*migrating from) X*
El Mirage

800
P-25

X X X X
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CITY AGENCY RADIO FREQUENCY BANDS
City (By County) VHF UHF 800 800 800
CONV CONY CONV TRUNK P-25

Gilbert X
Glendale X
Goodyear X
Mesa X
Paradise Valley
Peoria
Phoenix
Scottsdale (migrating)
Surprise
Tempe
Tolleson
Wickenburg
Youngtown
MOHAVE
Bullhead City
Colorado City
Kingman
Lake Havasu
NAVAJO

Holbrook ‘

Pinetop-Lakeside ‘

Show Loy i
Snowm
winslow,

PIMA

Marana ‘ ‘ ‘ X
Oro Valley ‘ ‘

Sahuarita ‘
South Tucson ‘
Tucson ‘
PINAL

Apache Junction v X
Casa Grande
Coolidge
Eloy
Florence
Kearny
Mammoth

700

700

X X X X X X
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CITY AGENCY RADIO FREQUENCY BANDS
City (By County) VHF UHF 800 800
CONV CONV CONVY TRUNK

Superior X
SANTA CRUZ
Nogales X
Patagonia X
YAVAPAI
Camp Verde
Chino Valley
Clarkdale
Cottonwood
Jerome
Prescott
Prescott Valley
Sedona
YUMA
San Luis
Somerton
Wellton
Yuma

TOTAL AGENCIES BY BAND

N

... A N
FIRE DISTRICTS RADIO FREQUENCY BANDS

&5 FireBistricti L wVHF  UHF 800 800
CONV CONV CONV TRUNK

Aguila Firé@istrict 0 B X

Ajo/Gibson Mer Fire Depa‘n ‘ X

Alpine Fire Districtii,. A\ U4 X

Apache Junction Fimrict -

Arivaca Fire District ‘ ‘

Arizona City Fire District v

v

Ash Fork Fire District
Avondale Fire Department
Avra Valley Fire District X
Babocomari Fire District

Bagdad Fire Department

Beaver Dam-Littlefield Fire District

Beaver Valley Fire District X
Benson Volunteer Fire Department

800
P-25

N X X X X

800
P-25
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FIRE DISTRICTS RADIO FREQUENCY BANDS
Fire District VHF UHF 800 800 800
CONV CONY CONV TRUNK P-25

Bisbee Fire Department
Black Canyon Fire District X
Blue Ridge Fire District X
Bouse Volunteer Fire District
Bowie Fire District
Buckeye Fire Department
Buckeye Valley Fire District
Buckskin Fire District
Bullhead City Fire District
Bylas Fire Department
Camp Navajo Fire Department
Camp Verde Fire District
Canyon Fire District
Carefree Fire Department
Casa Grande Fire Department
Cascabel Volunteer Fire Department
Central Heights Fire Districtess,

Central Jackson Heig_
Central Yavapai Fi'ct ‘
Chandler Fire Deth ‘
Cherry Volunteer FireMment ‘
Chino V strict . A
Circk'Morristown F"stric‘ ‘.Y
Clarkda District “ ‘ g
Clay SpringstRipedale Fire Distigh, X
Clear Creek PMOL Fire Depa‘nt ‘

Clifton Fire Depar ‘ v
Colorado City Fire Disteigs, Pt
Concentrator Fire Depart“
Concho Volunteer Fire Distﬂ'

Congress Fire District v
Coolidge Fire Department

Corona de Tucson Fire District X
Cottonwood Fire Department

Crown King Fire District

Daisy Mountain X

Desert Hills
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FIRE DISTRICTS RADIO FREQUENCY BANDS
Fire District VHF UHF 800 800

CONV CONV  CONV TRUNK

Diamond Star
Doney Park X

Drexel Heights X
Dudleyville X

Duncan Valley

Eagar Volunteer Fire Department

East Verde Park Fire District

Ehrenberg Fire District

El Mirage Fire Department

Elephant Head Volunteer Fire Department
Elfrida Fire District

Eloy Fire District

Fire Team Four Vol. Fire Assoc.
Flagstaff Fire Department
Flagstaff Ranch Fire District
Florence Fire Department

Forest Lakes Fire District g,

Fort Mojave Mesa Fir_
Fort Valley Fire Disiiet” W
Fountain Hills Fire Distiict
Fredonia Fire District ‘ ‘

Fry Fire Digfficim, W 4 .
Gila BefiVelumcertimDis el Wl X
Gilbe‘ Department‘
Gisela Fire District “
Glendale I‘partment ‘
Globe Fire Dem;nt ‘ ‘
Golden Shores Fi istrict ‘ v
Golden Valley Fire Distgiet, == X
Golder Ranch Fire DistrR‘

Goodyear Fire Department
Graham County Vol. Fire Depa%ent

Grapevine Mesa Fire District X

Green Valley Fire District X
Greenhaven Fire District

Greer Fire District X
Groom Creek Fire District X
Guadalupe Fire Department X

800
P-25
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FIRE DISTRICTS RADIO FREQUENCY BANDS
Fire District VHF UHF 800 800

CONV CONVY CONV TRUNK
Harquahala Valley Fire District
Hayden Fire Department
Heber-Overgaard Fire District
Hellsgate Fire District
Helmet Peak Volunteer Fire Department
Hidden Valley Fire District
High Country Fire Rescue
Highlands Fire District
Holbrook Volunteer Fire Department
Houston Mesa Fire District
Huachuca City Fire Department
Joseph City
Junipine
Kaibab Estates (West) Fire District A,

=N
g
- 2
4
LN
L N
K N
Y
W
Kearny Volunteer Fire Department “

B Q

L‘

A N
A N

“

‘I'in > > >
I.ln.

b
AN
A N
A N
A N
4 v
Kingman Fire Department _‘ N

Lake Havasu City Fire Depaiiment ‘
Lake Mohave Rancho ‘ )
—

Lakeside Fire Distrigf 80"
-
h |
N

@
B

A

Laveen Fire District

AN
B
Linden Fire District ‘ ‘

MammothgifeiDistict . A,
May‘District ‘ ‘ ‘
McLawM Fire District“ ‘ V
Mesa FireMment ‘ ‘

Mescal-J6 Firt‘ct ‘ ‘
Miami Volunteer I‘-‘epartment ‘ v
Mohave Valley Fire E‘ .

Montezuma-Rimrock FirMiw
Morenci Fire Association '
Mormon Lake Fire District v
Mount Elden Fire District

Mount Lemmon Fire District X
Mountain Vista Fire District

Naco Fire District X

Nogales Fire Department

Nogales Suburban Fire District X

A 4

x

X

x

800
P-25
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FIRE DISTRICTS RADIO FREQUENCY BANDS
Fire District VHF UHF 800 800 800

CONV CONV CONV TRUNK P-25
North Whetstone Vol. Fire Department
Northern Arizona Consolidated District #1 X
Northwest Fire District
Nutrioso Volunteer Fire Department
Oatman Fire District
Oracle Volunteer Fire District
Page Fire Department
Palo Verde Fire District
Palominas Fire Department
Parker Volunteer Fire District
Parks-Bellemont Fire District
Patagonia Fire Department
Payson Fire Department
PBW Fire District
Peach Springs Fire Department
Peeples Valley Fire District
Peoria Fire Department .

Phoenix Fire Departm“
Picture Rocks Fire , ‘
Pima Rural Fire DistHgt, h
Pima Volunteer Fire DMent ‘

Pine Dol GifDiBMc, . A
Pine m

Pine‘berry Fire De en‘

Pinetop Figg,District a N X
Pinewood istrict ‘ X
Pinion Pine FireWDistrict A
Pirtleville Fire Distigi, )
Pleasant Valley Fire m .
Pomrene Fire District “
Portal Fire and Rescue '
Prescott Fire Department v
Puerco Valley Fire-Ambulance X

Quartzsite Fire District X

Queen Creek Fire Department X
Queen Valley Fire District X X

Red Lake Fire Department
Regional Fire and Rescue

>
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FIRE DISTRICTS RADIO FREQUENCY BANDS

Fire District VHF UHF 800 800 800
CONV CONV CONV TRUNK P-25
Rincon Valley Fire District X
Rio Rico Fire District X
Rio Verde Fire District X

Roosevelt Fire District

Round Valley/Ox Bow Fire District
Rural/Metro - East Mesa Fire Department
Rural/Metro - Litchfield Park
Rural/Metro - West Maricopa
Rural/Metro Tucson
Rural/Metro Yuma

Sabino Vista Fire District
Safford Fire Department
Safford Rural Fire District
Saint David Fire Department

San Jose Fire District
San Luis Fire Department g,

San Manuel Fire Distr_
San Simon VoluntegfiFire Distri
Sanjo Fire District ‘
Scottsdale Fire Deparm ‘k
Sedona Fi@iBBparizent W A X
Selgpdnfe Distotgm,. Wi W X
Sher Forest Estam D‘ ‘.Y
). N x

Show Me District “
Sierra Vist&Department ‘ ‘

Skull Valley Firs|Bistrict A U
Snowflake Volunt ire Departm‘ v

Somerton-Cocopah Mpartme‘
Sonoita Fire District/Em&;‘e

South Tucson Fire Departm
Southern Yavapai Fire District ¥
Springerville Volunteer Fire Department

Stanfield Volunteer Fire District

Starlight Pines Volunteer Fire Department

Summit Fire District

Sun City Fire District X
Sun City West Fire District X
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FIRE DISTRICTS RADIO FREQUENCY BANDS
Fire District VHF UHF

CONV CONV
Sun Lakes Fire District X
Sun Valley Volunteer Fire District
Sunnyside Fire District
Sunsites Pearce Fire District X
Superior Fire Department
Surprise Fire Department
Tacna Volunteer Fire Department
Tanque Verde Valley Fire District
Taylor Fire Department
Tempe Fire Department
The Woods Fire District
Three Points Fire District
Thunderbird Fire District
Tolleson Fire Department
Tombstone Vol. Fire Department
Tonopah Valley Fire District
Tonto Basin Fire District _ g,

Tonto Hills Volunteer wt
Tri-City Fire Districtd W
Tuba City Fire Depaftment
Tubac Volunteer Fire m

Tuoson CafffBIup Esta e Eire Gt
TucMa Departmeﬁ ‘

Eite District . U
e

Tusaya

VaIIe-Woo‘nteer Fire D ment‘
Valley Fire Re‘ ‘ ‘

Verde Valley Fire‘:t ‘
Vernon Fire District .
Walker Fire Protection A&g.
Wellton Fire Department '
Westwood Estate Fire District ©
Whetstone Fire District

Whispering Pines Fire District

White Mountain Lake Fire District X
Why Fire District

Wickenburg Fire Department X
Wickieup Fire District

h

x

800 800
CONV  TRUNK

800
P-25
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FIRE DISTRICTS RADIO FREQUENCY BANDS
Fire District VHF UHF 800 800 800
CONV CONY CONV TRUNK P-25

Willcox Fire Department
Willcox Rural Fire Department
Williams Fire Department
Williamson Valley Fire District
Winkelman Fire Department
Winslow Fire Department
Wittmann Fire District
Woodruff Fire District

Yarnell
Yucca

Yuma X

o~
TRIBAL AGENCIES FREQUENCY RADIO BANDS

Tribal Nation U W 800 800 800

CONV CONV CONV TRUNK P-25
Ak-Chin

Cocopah ‘ - ‘ X

Colorado River ‘v'

Fort McDowell

Fort Mojavegmm.,

Pascua Yaqt‘
Quechan A N

Salt River

San Carlos
Tohono O'Odham
White Mountain Apache
Yavapai-Prescott X
Yavapai-Apache X
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Successes and Challenges

State evaluation of successes and challenges

Successes
1. Advances in Governance: Over the past year, Arizona was one of six states to participate in the NGA
Center for Best Practices Interoperability: Focus on Governance Policy Academy to help selected states
improve the governance structures overseeing statewide communications interoperability planning and
implementation. Arizona was also awarded a Technical Assistance Requests (TARs) by the Office of
Emergency Communications (OEC) as part of the Interoperable Communications Technical Assistance
Program (ICTAP) for an assessment and of a compenent of its Governance structure through a review of
the PSCC General Policies or Charter. Both the Academy and the Governance Structures Assessment TAR
were significant contributors to improving intercperability governance as follows:
* Realigning meeting schedules for PSCC and SIEC to facilitate direction setting and accelerate
processing of recommendations.
+ Moving key meetings to other areas of the State and including regional updates to encourage
more regional and rural participation
+ Naming the PSIC Office Manager to be Arizona’s first Statewide Interoperability Coordinator
+ Strengthening the SIEC by reconstituting and activating its workgroups
¢ Integrating Subject Matter Experts from throughout Arizona into working groups and the
Stakeholder Resource Pool
¢ Beginning formation work for a State Agency Group dedicated to advancing state agency
communications interoperability
« Instituting regular meetings between the PSIC Office and its critical partner agencies
¢ Forming and staffing a statewide outreach program with a dedicated Outreach Manager focused
on increasing participation in governance, providing education and identifying unmet needs

2. Stakeholder Engagement and Interaction: In FY2009, Arizona recognized a gap in outreach efforts
and developed a PSIC outreach program to promote interoperability awareness, initiatives, and best
practices throughout Arizona. In a vast State with many remote areas and many critical public safety
needs to address, it is difficult for all stakeholders to attend the PSCC and SIEC meetings. Given the
limited number of PSCC appointees and the formality of the public meeting structure, some members of
the public safety community did not feel that their voices could be heard. The State now actively
encourages and coordinates collaborative efforts and helps identify and address State, regional, and local
barriers to advancing interoperability solutions and usage.

To implement the program, the State recruited an Outreach Manager responsible for stakeholder
engagement; information sharing; identification of needs and resources; and participation in training and
exercises. By traveling to regions where interoperable communications are needed, the Public Safety
Interoperable Communications Office (PSIC) can understand first hand the challenges facing the
community in advancing interoperable communications and support the regions to overcome the
challenges they face. The State also developed a user friendly website to be a resource for interoperable
communications training, exercises, updated information, and that showcases interoperable
communication success stories from across the State.

Arizona also developed partnerships with members of the PSCC, SIEC and workgroups as well as agency
public information officers, communication managers, regional communication centers and emergency
managers. These partnerships have allowed the State to leverage the knowledge and expertise of many
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people, to be able to share interoperable communication information with their constituencies, and at the
same time bring back information to the PSCC, SIEC and the PSIC Office for consideration.

3. Communications Focused Table Top Exercise: In May 2009, the Yuma County Region conducted a
successful communications specific Tabletop Exercise (OP-TTX) supported by the U.S. Department of
Homeland Security (DHS) Office of Emergency Communications” (OEC) Interoperable Communications
Technical Assistance Program (ICTAP). The exercise was developed in partnership with emergency
responders to ensure a realistic scenario and usable results. Participants included 69 local, state and
federal first responders from 21 agencies.

The discussion-based exercise focused on existing plans, policies, mutual aid agreements and procedures
used while emphasizing communications capabilities and identifying gaps. The exercise included an
after action debrief and report that linked each gap with an ability to complete a task, documented
potential real-life implications of not filling the identified gaps, and provided mitigation
recommendations. The lessons learned from the exercise will also prove valuable as the Yuma region
develops their Tactical Interoperable Communications Plan (TIC-P). In addition to the direct benefits
provided to the Yuma County Region, the exercise also resulted in additional guidance and experience
that will be applied to future communications exercises around the State of Arizona.

4. Successful Demonstration Project: In FY2009 Arizona successfully completed a large scale
interoperability project demonstrating console patch and inter-system connectivity as potential solutions
to meeting the interoperable communications needs of the State. The project provided ongoing
functional enhancements to existing communications systems at the regional and state level that will
continue to be of value to the State. Benefits of the project include:

¢ Both the Phoenix Regional Wireless Cooperative (RWC, previously PRWN) and Yuma Regional
(YRCS) wireless networks were expanded, providing additional capacity and coverage to those
systems.

¢ IGAs were established / supplemented between Yuma/Pheenix and DPS, identifying specific site
and channel agreements governing shared locations and use of the equipment being
implemented.

* A digital microwave path was established between the White Tanks and Oatman mountain sites,
extending digital microwave connectivity into Yuma County and the Western Loop of the DPS
Microwave Backbone network.

¢ Audio patching of talk groups between the Phoenix and Yuma systems was established, utilizing
consoles on those systems that were located at DPS, and this method of interoperable
communications was demonstrated.

* A prototype Inter Subsystem Interface (ISSI) capable of providing interconnectivity between
systems was provided by Motorola, and this method of communicating between the Phoenix and
Yuma systems was demonstrated.

Challenges
1. State Funding: As with many states, Arizona is facing enormous budgetary challenges leading to

uncertain long term funding, as well as restrictions on procurement and hiring. The lack of state funding
available for major infrastructure projects identified in our SCIP has hampered our ability to implement
these projects as planned, and has resulted in delays or modifications to project plans. In cases where
funding is available, there has been a lack of resources available to adequately implement SCIP objectives
due to a freeze on hiring within the State. In addition, while funding has been available for certain
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projects, new procurement requirements implemented due to the budget challenges have resulted in
delayed project implementation.

2. Grants Management: Arizona relies on a significant amount of grant funding and technical
assistance to implement interoperable communications projects. These grants are invaluable to the State
in advancing our SCIP Implementation efforts. However, effective grants management has become an
increasingly difficult task leading to delays in project implementation and ineffective resource allocation.
Areas that can be improved include:

* Money available to the State in federal grants: Most grants limit the amount of funding available
at the State level to 20%. This has made it difficult to implement large scale, statewide projects
that benefit local jurisdictions. In addition, it results in multiple projects being implemented ona
local jurisdiction level, that could instead be done on a uniform statewide level to the benefit of all
jurisdictions.

¢ Reimbursement based funding: The budget challenges facing States often mean that there is not
enough “upfront” money to bridge the gap between when expenses are incurred and when they
are reimbursed. On major interoperable communications projects this can often mean that
projects need to be delayed. The ability for States to draw down some funds prior to incurring
expenses would help speed SCIP Implementation.

¢ Improved grant cycles: Many interoperable initiatives are multi-year projects that involve funding
over multiple grant cycles. Inconsistencies between when grant guidance and awards are released
on a year to year basis makes it difficult to effectively manage these initiatives and properly plan
resource allocation and procurements.

s Increased Application Timelines and Technical Assistance: Many local jurisdictions lack the
experience to effectively compete for federal grants. In addition, the budget challenges facing
local jurisdictions often mean they do not have the resources available to compete for grants
during the short timeframe between grant guidance being issued and when applications are due.
Increasing the window during which grants may be applied for, and providing additional
technical assistance (such as templates and draft applications} will help to address these problems.

3. Regulatory Environment: One of the challenges Arizona has faced associated with implementing
large scale interoperable communications projects is the need to conduct Environmental Impact
Assessments. . In addition to the time associated with completing the assessments, local jurisdictions lack
the necessary experience in developing Request for Proposals (RFP) and project plans associated with
these assessments. SCIP implementation can be delayed by months. Technical Assistance in the form of
model RFP templates and Project Management experience would greatly enhance the states’ ability to
keep projects moving forward and avoid unnecessary delays and costs. Further, some effort should be
made to assure that all such studies are actually needed rather than redundant of past efforts.
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State & UASI Overview

Overview of the State, its UASIs and its interoperability challenges

Arizona has a total area of approximately 118,000 square miles, which makes it the sixth largest State in
the United States. There are two major desert environments: the lower desert and the high desert. Each
desert has its own special set of requirements for equipment, protection, weather conditions, and
environmental concerns. The major natural disasters that impact Arizona are fires and flooding.

Arizona is bordered by the States of New Mexico, Utah, Nevada, and California, and the country of
Mexico. Arizona shares a 389 mile international border with Mexico that is mostly unregulated and
unprotected. Major challenges exist in adequately patrolling the area due to the limited number of existing
border patrol resources. Arizona has bi-national agreements with Mexico that outlines each party’s mutual
support role in times of emergency or disaster, and provides training and exercise opportunities.

The most economically important port in Arizona 1s Nogales. Nogales is one of the four primary ports of
entry between the United States and Mexico. Almost $19 billion in trade comes through this port
annually, with 89 percent of all surface mode trade (e.g., truck, rail) between Arizona and Mexico passing
through Nogales.

Arizona’s critical infrastructure is focused around water, electricity, and telecommunications. The State
has more than 400 dams, of which 130 are classified as requiring critical infrastructure protection. Hoover
Dam, the largest freshwater reservoir in the United States, is a major component of the State’s
infrastructure because of the lakes, water supply, and hydroelectric production linked to its operation. It is
also a major supplier of electric power to the western grid, which includes the States of Arizona,
California, and Nevada.

The Palo Verde Nuclear Generating Station, the largest nuclear power generation facility in the United
States, is on 4,000 acres of land and produces over 30,000 gigawatt-hours of electricity annually to serve
approximately four million people in Phoenix, Arizona, and Southern California. In addition, some of the
Nation’s largest defense industrial contractors have facilities located in Arizona.

Arizona’s population is growing rapidly and Phoenix is one of the fastest-growing cities in the United
States. Estimates show that in 2009, Arizona will be home to 6.8 million people with the Phoenix
metropolitan area (Maricopa County) having a population of 4.1 million and Pima County having a
population of 1 million. These two counties represent 75 percent of the State’s population.

Arizona is home to 22 Federally-recognized tribes that occupy a combined landmass of approximately 25
percent (21 million acres) of the State’s land. There is a significant amount of Federal land in Arizona
occupying over 28,723,148 acres, which makes it important to have Federal participation in the
interoperable radio systems deployed in Arizona.

Arizona has approximately 281 first responder agencies with 15 sheriff’s departments, 149
police departments, 117 fire districts, and many emergency medical services (EMS) providers.

There are two Urban Area Security Initiatives (UASIs) in Arizona: Phoenix and Tucson.
Arizona’s SCIP identifies one formal Tactical Interoperable Communications Plan (TICP),

which was created for Phoenix. The Phoenix TICP identifies the geographical areas covered in
the plan and provides a point of contact that can identify the agencies and disciplines included in
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the TICP. Tucson was designated a UASI region in January 2007, and is in the process of
completing a TICP. The SCIP provides a point of contact for the Tucson UASI and identifies the
geographical areas encompassed by the UASIL The SCIP states that Tueson UASI officials will
work closely with the PSCC in the development of their TICP which is anticipated to be
completed in 2009.

The TICP Scorecard recommendations are directly or indirectly in the updated SCIP Strategic
Initiatives, including:

Initiative 1: Expand and implement Interoperable Communications Governance Model & Plan.
Initiative 3: Develop & implement Long-term Funding and Sustainability Strategy for
interoperable communications.

Initiative 9: Establish Policies, Standards and Procedures (PSP) Framework, and implement
policies, standards and procedures, including SOPs, for interoperable communications.
Initiative 10: Develop and implement a Training Plan to address interoperable communications.
Initiative 11: Develop and implement a strategy for exercises focused on or incorporating
interoperable communications.

Initiative 12: Create and implement an education and outreach plan m support of interoperable
communications.

Arizona
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Vision and Mission
Overview of the interoperable communications vision and mission of the State

In the fall of 2008, the Arizona Public Safety Interoperable Communications (PSIC) Office initiated a
public review process to completely revise Arizona’s Statewide Communications Interoperability Plan
(SCIP), initially drafted in 2007. As part of this process, multiple stakeholder working sessions were
conducted to garner feedback and mput from the first responder community. Over 200 participants from
multiple jurisdictions and disciplines were represented during these workshops.

Based on these community forums, the Public Safety Communications Advisory Commission (PSCC)
approved a revised set of strategic initiatives and supporting objectives on May 19, 2009. The revised
Strategic Initiatives and Supporting Objectives can be found in Appendix A.

The PSIC Office, under the guidance of the PSCC and with support from public safety stakeholders
statewide, is in the process of revising the SCIP to reflect these new strategic initiatives and the updated
interoperable communications vision and mission of the State. The revised SCIP will contain initiatives
which span a timeframe from one to eight years (2009 — 2017), depending on the initiative.

Vision: Arizona’s public safety personnel, at all levels of government and within non-governmental
organizations, have access to quality interoperable communication systems, are adequately traned, and
utilize such systems effectively in multi-disciplinary, multi-jurisdictional incident response.

Mission: Advance public safety communications interoperability statewide.

Arizona outlines five key areas that must be in place to achieve its mission and vision:

1. Governance and Funding
2. Standards Operating Procedures
3. Technology
4. Training and Exercise
5. Usage and Outreach
Arizona 6 July 2009
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Governance

Overview of the governance structure and funding approach

Arizona’s governance is a multi-level structure established to oversee interoperable communication
cfforts within the State.

The Public Safety Interoperable Communications (PSIC) Office in the Government Information
Technology Agency (GITA) is responsible for advancing interoperable communications in Arizona and
supporting the Public Safety Communications Advisory Commission (PSCC) and Statewide
Interoperability Executive Committee (SIEC) in performance of their missions.

The PSCC was organized in 2000 and established under Arizona State law in 2004. Arizona’s PSCC is
legislatively enabled as an advisory body for statewide interoperability efforts. It consists of 15 governor-
appointed members reflecting multi-disciplinary public safety and emergency management agencies
including representatives from the Arizona Department of Public Safety, police, sheriff's office, fire,
EMS, communications and the Arizona Department of Homeland Security. Appoimntments to the
Commission are made so that the existing five federal emergency response regions in the State are as
equally represented as possible. The GITA Director functions in the role of Chairman for the PSCC. The
PSCC meets every other month to take actions in support of interoperability statewide.

The SIEC is a sub-committee of the PSCC and is responsible for technical and operational
recommendations to the PSCC. The SIEC currently has authority over 700 megahertz (MHz), very high
frequency (VHF), and ultra high frequency (UHF) interoperability frequencies. The SIEC has five
members: two SIEC Co-Chairs appointed by the PSCC and three members selected by the SIEC Co-
Chairs. The SEIC encourages broad participation in working groups from the public safety community
including State, local, tribal and non-governmental representatives. The SIEC is supported by two
working groups. The SIEC Operational Workgroup evaluates and makes recommendations to the SIEC
on operational policies, standards and procedures, training, exercises and outreach as well as agreements
between operational entities. The SIEC Technical Workgroup evaluates and makes recommendations on
technical policies, standards and procedures, VHF, UHF and 700 MHz spectrum management, and
utilization of the Communications Asset and Mapping Tool (CASM).

The key functions of the PSIC Office within GITA are:

e Serving as Arizona’s Interoperability Representative (SWIC) [Note: Actively participates in a
number of federal, tribal and interstate partnerships, inchuding the Region XI Emergency
Communications Working Group (RECWG), Southwest Border Working Group (SWBWG), and
the Regional Four Corners initiative (R4C).]

Planning & Consulting

Funding & Reporting

Logistics & Operations

Stakeholder Engagement & Interactions (Interoperability Outreach Manager)

Arizona established a full-time interoperability coordinator in November of 2008. The SWIC point of
contact for Arizona is Lisa Dee Meyerson, Statewide Interoperability Coordinator & Manager of the
Public Safety Interoperable Communications Office (PSIC), GITA.

Over the past year, Arizona was one of six states to participate in the NGA Center for Best Practices
Interoperability: Focus on Governance Policy Academy to help selected states improve the governance
structures oversecing statewide communications interoperability planning and implementation. Arizona
was also awarded a Technical Assistance Requests (TARs) by the Office of Emergency Communications
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(OEC) as part of the Interoperable Communications Technical Assistance Program (ICTAP) for an
assessment and of a component of its Governance structure through a review of the PSCC General
Policies or Charter. Both the Academy and the Governance Structures Assessment TAR were significant
contributors to improving interoperability governance as follows:
* Realigning meeting schedules for PSCC and SIEC to facilitate direction setting and accelerate
processing of recommendations.
¢ Moving key meetings to other areas of the State and including regional updates to encourage more
regional and rural participation
Naming the PSIC Office Manager to be Arizona’s first Statewide Interoperability Coordinator
Strengthening the SIEC by reconstituting and activating its workgroups
Integrating Subject Matter Experts from throughout Arizona into working groups and the
Stakeholder Resource Pool
¢ Beginning formation work for a State Agency Group dedicated to advancing state agency
communications interoperability
Instituting regular meetings between the PSIC Office and its critical partner agencies
Forming and staffing a statewide outreach program with a dedicated Outreach Manager focused
on increasing participation in governance, providing education and identifying unmet needs

The SAA for the State of Arizona is the Arizona Department of Homeland Security. The PSIC has
regular meetings and conference calls with the SAA. Federal, county, tribal, and municipal leaders serve
on each of the five Homeland Security Regional Advisory Councils (RACs) operating in the State, which
are tasked with developing, implementing, and maintaining regional homeland security initiatives, and
recommending the use of PSIC and other funds enabling communications interoperability within their
regions.

The SAFECOM materials, particularly the Establishing Governance to Achieve Statewide
Communications Interoperability - A Guide for SCIP Implementation are excellent resources that have
and will continue to guide our Governance efforts. Additional information regarding the PSIC office, the
PSCC, the SIEC and other components of our Governance Structure can be found at:

http://azgita.gov/psic/

Governance Initiatives

The following table outlines Arizona’s strategic Governance and Funding initiatives, gaps, owners,
prierity and status:

Status
(Complete, In
Progress, Not

Started)

Initiative Priority

# 1. Expand and implement Interoperable Governance PSICIPSCC Short-term, High | In Progress
Communications Governance Model & Pian. processes must Priority

evolve and

mature.
#2. Develop Long-term Plan for Statewide Along-term plan | PSIC/PSCC Medium-term, In Progress
Interoperability for voice and data. for Medium Priority

implementing

voice and data

interoperability

is needed.
#3. Develop & implement Long-term Funding Along-term PSIC/IPSCC Medium-term, Not Started
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Initiative

and Sustainability Strategy for interoperable
communications.

is needed for
sustainability.

funding strategy

Priority

Medium Priority

Status
(Complete, in

Progress, Not
Started)

Supportive Objectives for

Initiative #1 - Expand
Governance Model & Plan

1.1. Conduct an annual SCIP review to update
the plan.

Need to
continually
review and
enhance the
SCIP.

PSIC

Milestone Date

Annual

Status
(Complete, In
Prograss, Not

Started)

In Progress

1.2. Develop a Comprehensive Emergency
Communications Plan addressing regional
emergencies, catastrophic loss and mass
evacuation/ingress.

Communications
is an integral
part of the
State's
emergency
planning.

PSIC

2010

Planned

1.3. Develop TICPs and utilization of CASM.

Need to
formalize and
manage plans
and assets.

Regional Partners
with Support from
PSIC

201

In Progress

1.4, Strengthen SIEC.

SIEC needs
active
participation
from multiple
jurisdictions,
disciplines and
regions of the
state.

PSIC/PSCCISIEC

2009

Complete
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Standard Operating Procedures
Overview of the shared interoperable communications-focused SOPs

The Arizona Department of Homeland Security (AZDOHS) has oversight responsibilities to ensure State
plans are NIMS compliant. Every jurisdiction in Arizona, either by ordinance or by order of the county
executive, has implemented procedures to obtain and maintain NIMS and ICS compliance. An appointed
NIMS compliance officer in each public safety agency is responsible for ensuring that SOPs and
memorandums of understanding (MOUs) comply with NIMS and the National Response Plan.

AZDOHS and the Department of Emergency and Military Affairs (AZDEMA) assist local and tribal
governments regarding NIMS compliance through regularly scheduled NIMS training courses and
outreach programs. All PSIC Office staff members completed NIMS courses ICS-100.a: Introduction to
Incident Command Systemn (ICS) and ICS-700: National Incident Management System (NIMS), An
Introduction this year.

Documents for coordmation of statewide interoperable communications include (1) the Arizona
Interagency Radio System (AIRS) State Plan, which provides guidance for the use of interoperability
channels, and (2) the Arizona SIEC VHF Minimum Equipment Standards and (3) the Arizona SIEC UHF
Minimum Equipment Standards, which detail minimum channel capacity, channel display, frequency
range, narrowband capability, and Project 25 (P25) capability.

This year Arizona utilized one of its TARs to work with staff from ICTAP on an assessment and
development of an SOP for the Arizona Interagency Radio System (AIRS). AIRS supports VHF, UHF,
and 800 MHz frequencies used throughout the State, with a cross-band repeater configuration that allows
communication between bands.

The outcome of this AIRS assessment was presented to the SIEC and is being used to support
development of this important AIRS SOP for Arizona - due to be complete in 2009.

SOP Initiatives

The following table outlines our SOP strategic initiative, including gap, owner, priority and status:

Status
. . (Complete, In
Initiative Priority Progress, Not
Started)
#9. Establish Pdlicies, Standards and Additional PSCC, SIEC Medium-term, In Progress
Procedures (PSP) Framework, and implement standardization High Priority
PSPs, including SOPs, for interoperable is needed for
communications. interoperable
communications
solutions
operating
across the
State.
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Technology
Overview of the technology approaches, current capabilities, and planned systems

Arizona operates on multiple State, regional, and local shared systems.

- The larger metropolitan areas have migrated to or are in the process of migrating to 700/800 MHz
trunked P25 systems.

- State agencies operate mostly in the VHF radio band, with some in UHF and 800 MHz.

- The majority of land mobile radio (LMR) systems serving the more rural areas of the State are
conventional VHF or UHF systems.

Arizona’s short-term strategy includes expansion of AIRS coverage to provide a basic level of
interoperability through national and State interoperability channels. AIRS supports VHF, UHF, and 800
MHz frequencies used throughout the State, with a cross-band repeater configuration that allows
communication between bands. Interoperability capabilities varies from agency to agency and county to
county; however, most have AIRS channels programmed in their radios. The Arizona SIEC has
established a standardized nomenclature for the AIRS network mutual aid channels and related non-
networked, national, and regional mutual aid channels.

Most counties also have gateway units, either mobile or at communications centers where dispatching
occurs. Police and fire agencies have caches of radios to exchange during special operations, large
wildfires, or task force operations. Arizona officials are considering continuity of government as its prime
directive for the strategic technology reserve (STR), with augmentation of the current reserves that are
deployed throughout Arizona. There are currently five mobile communications vehicles placed in
strategic locations around the State to ensure the shortest response times. When deployed, the vehicles are
staffed by NIMS-qualified communications personnel. From the time a call is placed to the time the asset
is deployed on location is generally within three hours. Public Safety Interoperable Communications
(PSIC) grants have been used to enhance existing STR assets.

Arizona is currently conducting a statewide Target Capabilitics Assessment (TCA) through the Arizona
Department of Homeland Security. The TCA is being done to ensure that AZDOHS is leveraging grant
funds in the most efficient and effective ways to make the biggest impact on Arizona’s preparedness for,
response to and recovery from disasters. The TCA will provide an analysis of the State’s communications
capabilities as well as many other target capabilities, to identify gaps in the State’s ability to prevent,
respond to and recover from hazards (terrorism and man-made), and assess needs to address those gaps.
The TCA will help target future funding to address these gaps.

In order to support proposed communications related technical initiatives, the State microwave system 1s
being upgraded from analog to digital, subject to funding availability. This upgrade, being conducted by
the Arizona Department of Public Safety’s Wireless Systems Bureau (DPS/WSB), is critical to statewide
communications interoperability in Arizona. Many local agencies utilize the microwave infrastructure
from the State to support their operability and interoperability needs.

Regional system updates and updates regarding interconnections between regional systems will be
included in Arizona’s SCIP currently being extensively updated.
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The following table lists the major State agency systems in Arizona and includes those used for operable
as well as interoperable communications and wireless data networks.

State System Name
DPS Microwave Backbone
Infrastructure

Description

Analog technology; moving to digital;
southern loop expected to be complete
in 2009

Status
Existing and heing enhanced

AZ Interagency Radio System (AIRS)

VHF, UHF, 800 MHz conventional

Existing and being extended

Statewide 700 MHz System for State
agencies (with possible usage by
others)

P25 700 MHz digital trunked

Planned, subject to funding

Game & Fish, Dept. of Corrections, VHF conventional Existing
Dept. of Juvenile Correction, Parks

Board & State Land Dept., Dept. of

Agriculture

Department of Public Safety UHF conventional Existing
Dept. of Transportation VHF conventional; 800 MHz frunked Existing
DEMA Radio Network (DRN) VHF conventional Existing
EMSCOM, Veterans Memorial UHF conventional Existing

Codliseum, Shared Government
Operations

Arizona is currently focused on promoting regional systems and interconnections between those systems.

Regional System Name

Regional Wirdess Cooperative (RWC) -
City of Phoenix and Surrounding Cities
including Avondale, Chander, Daisy
Mountain, El Mirage, Goodyear,
Guadalupe, Maricopa, Peoria, Sun City,
Sun Lakes, Surprise & Tempe

Description
800 MHz P25, simulcast frunked

Status
Existing

TOPAZ Regional Wirdess Cooperative
(TRWC) - City of Mesa (TOPAZ) with
partner cities of Apache Junction,
Gilbert and Queen Creek.

800 MHz P25, simulcast trunked

Existing

Pima County Wireless Integrated
Network (PCWIN) — Pima County; City
of Tucson; Oro Valley; Marana; Tohono
O'odham Tribe; Variety of fire districts -
http:/Anawv.pima.govibonds/wireless/

800 MHz P25, simulcast trunked

In development; Expected completion
2013

Central Arizona Project 800 MHz trunked Existing

Salt River Project VHF conventional, UHF conventional, Existing
900 MHz trunked

Arizona Public Service 800 MHz trunked Existing

Northern Arizona University and City of | 800 MHz trunked Existing

Yuma Regional Communications
System (YRCS)

800 MHz, P25 trunked

Existing and heing enhanced

Phoenix Fire Regional Dispatch VHF conventional Existing
Prescott regional communications VHF conventional Existing
Sedona fire regional VHF conventional Existing

Arizona
SCIP Implementation Report
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Technology Initiatives

The following table outlines Arizona’s strategic communications technology initiatives, gaps, owners,

and status:

Initiative

Priority

Status
{Complete, in

Progress, Not
Started)

#4. Complete the Arizona Interagency Radio Need to DPSAVSB Short-term, In Progress
System (AIRS) by deploying remaining AIRS address High Priority
suites coverage gaps.
#5. Implement, enhance and promote functional | Local networks | PSCC/ Medium-term, In Progress
Regional Systems in support of interoperable will require Regional High Priority
communications. (See Kegional systerm chart maintenance & | Partners
above). enhancements

to support

multiple users.
#6. Upgrade the statewide microwave backbone | Connectivity DPSAVSB Long-term, High | In Progress
infrastructure to digital technology. and digital Prionity

capability for

systems

statewide.
#7. Implement the State Strategic Technology Augmentation of | AZDEMA Short-term, In Progress
Reserve (STR). current reserves High Priority

in support of

continuity of

government.
#8. Upgrade operable communication systems Needs aretobe | State Agency Long-term, High | Not Started
for State Agencies in support of interoperable determined. Committee Priority
communications.

Supportive Objectives

6.1. Complete the Microwave Southern Loop
Digital Upgrade

Connectivity
and digital
capability for
systems in key
area of the
State.

DPS/WSB

Milestone Date

Status
(Complete, In

Progress, Not
Starled)
In Progress

6.2. Complete the Microwave Western Loop
Digital Upgrade

Connectivity
and digital
capability for
systems in
second-most
populated area
of the State.

DPS/WSB

2012, subject to
recommencement
of State funding

Planned; On
Hold due to
State budget

crisis

6.3. Complete the Microwave Northern Loop
Digital Upgrade

Connectivity
and digital
capability for
systems in least
populated area
of the State.

DPS/WSB

2017, subject to
recommencement
of State funding

Not Started

Arizona
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Training and Exercises
Overview of the diversity, frequency, and inter-agency coordination of training and exercises

There are two types of training and exercise plans in Arizona.

The first type of training occurs at the local jurisdictional and discipline level and covers job basics, roles,
and responsibilities. Additionally, each year local governments conduct their own training and exercise
programs, which are generally multi-disciplinary and inter-jurisdictional within a county government.

The second training and exercise program is conducted by the State and often deals with matters of State
and national security. The Arizona Division of Emergency Management (ADEM) within the Arizona
Department of Emergency and Military Affairs (DEMA) has an extensive training and exercise program,
with schedules posted on its website. AZDEMA actively recruits participants in its training classes by
contacting local government EOCs. The State offers a large number of classes to local emergency
responders that are multi-disciplinary, multi-jurisdictional, and include Federal, State, local, and tribal
entities.

Training

Arizona’s training program crosses all jurisdictions and is multi-disciplinary. Training is provided on a
regular basis, thus creating continual training opportunities for State, local, and tribal entities.

There are formal State training programs and train-the-trainer classes in the Homeland Security Exercise
and Evaluation Program (HSEEP) process.

The ADEM training program is designed to instruct emergency responders in NIMS and ICS; however,
ADEM does not currently maintain a separate training class or curriculum for interoperable
communications. The Arizona State Land Department teaches and provides credentials for
Communications Unit Leader (COML) and Communications Unit Technician (COMT) classes through
the National Wildfire Coordinating Group (NWCG).

The PSIC Office, in conjunction with local jurisdictions, will provide six OEC COML training sessions
statewide during 2009. Additionally, one of the few nationwide train-the-trainer instructors is a member
of Arizona’s PSCC. Arizona is developing a formal COML program to provide additional training and
credentialing for public safety professionals.

Exercises

Exercises are conducted with other levels of government and include After Action Reports and
Improvement Plans regularly. Communications is a component of many exercises, but our stakeholders
feel the communications aspect of exercises needs considerable improvement.

During May 2009, a Regional OP-TTX Communications Based Training Exercise was successfully
conducted in Yuma, Arizona as part of a Technical Assistance (TA) award to the State of Arizona,
through the PSIC Office. A total of 69 local, state and federal first responders from 21 different agencies
participated in the exercise. A gap closure plan is being implemented to close all gaps 1dentified by the
exercise.

Arizona 14 July 2009
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Training and Exercises Initiatives

The following table outlines Arizona’s training and exercises strategic initiatives, gaps, owners, priority

and status:

Initiative

#10. Develop and implement a Training Plan to
address interoperable communications.

Training
curriculum must
address all
communication
interoperability
initiatives.

PSCC

Priority

Medium-term,
Medium Priority

Status
(Complete, In
Progress, Not

Started)

In Progress

#11. Develop and implement a strategy for
exercises focused on or incorporating
interoperable communications..

Exercise
strategy must
address
interoperable
communications
initiatives.

pSCC

Medium-term,
Medium Priority

In Progress

Supportive Objectives

10.1. Develop and implement AIRS Training.

Expand usage
of AIRS.

PSCC

Milestone Date

2010

Status
(Complete, I
Prograss, Not

Siarted)

In Progress

10.2. Implement COML training program.

Expand
availability of
COML training
and formalize
training
program.

PSIC or other

2010

In Progress

10.3. Implement COMT training program.

Expand
availahility of
COMT fraining
and formalize
training
program.

PSIC or other

2011, subject to
National
Program roll-out

Not started

Arizona
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Usage
Overview of the usage and promotion of interoperability solutions

The concept of interoperability is promoted through an evolving statewide outreach program, open public
meetings, as well as a user-friendly website and regular communications to interested parties. Local
governments are interoperable with the equipment they rely on for day-to-day situations and most
emergencies. In areas that do have shared radio systems, daily interoperability exists.

Testing is not done on a regular basis; rather, equipment is usually used during roll call or through drills
and exercises. Testing is done with Federal, State, and local agencies and failures are found through usage
or incident related failures.

Arizona does not use a common, statewide radio system with the exception of AIRS. AIRS is more used
for localized emergency incidents rather than regional interoperability;, however its use 1s expected to
increase as availability increases. Mutual aid frequencies, on which AIRS operates, are usually not used
for pre-planned events.

The State recognized a gap in outreach efforts and recruited an outreach manager to promote
interoperability awareness, initiatives, and best practices throughout Arizona. The State encourages and
coordinates collaborative efforts and identifies and helps address State, regional, and local barriers to
advancing interoperability solutions and usage. PSIC outreach activities include: stakeholder engagement;
information sharing; identification of needs and resources; and participation in training and exercises.

Arizona has developed partnerships with members of the PSCC, SIEC and workgroups as well as agency
public information officers, communication managers, regional communication centers and emergency
managers. These partnerships have allowed the State to leverage the knowledge and expertise of many
people, to be able to share interoperable communication information with their constituencies, and at the
same time bring back information to the PSCC, SIEC and the PSIC Office for consideration.

Usage and OQutreach Initiatives

The following table outlines Arizona’s usage and outreach strategic initiatives, gaps, owners, priority and

status:
Status
T L (Complete, In
Initiative Priority Progress, Not
Startea}
#12. Create and implement an education and To ensure key PSCC Medium-term, In Progress
outreach plan in support of interoperable stakehdders, Medium Priority
communications.. policy members,
and

practitioners
understand the
issues, and
current/desired
future state of
interoperability
in Arizona.
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Status
(Complete, in

Supportive Objectives Owner Milestone Date Progress, Not

Started)

12.1 Establish a full-ime interoperability |dentified Need Qctober 2008 Complete
outreach manager. for additional
outreach.
Arizona 17 July 2009

SCIP Implementation Report

November 2009 F-19
FOR OFFICIAL USE ONLY



FOR OFFICIAL USE ONLY

Arizona Statewide Communications Interoperability Plan

Appendix A: Strategic Initiatives and Supporting Objectives

Revised Strategic Initiatives and Supporting Objectives approved by the Arizona Public Safety
Communications Advisory Commission (PSCC) on May 19, 2009 after extensive stafewide statieholder

input:
Approved: 511912009 Tracking
£
3 # Target
e i
£ Strategic Initiative Completion
3 » Supparting Objective Priority Term Dtae Lead Status
1 Expand and implement Interoperable Comm unications Go vernance Model & Plan. High Short 2010 PscC In progress
11 = Conduct an annual SCIP review and update the plan High Ongoing | Annual PsCC In progress
w Develop a Comprehensive Emergency Communications Plan addressing regional N
12 emergencies, catastrophic l0ss and mass evacuation/ingress High Short 2010 TBD TBD
o 13 u Develop TICPs and utiization of CASM. Med. | Med. 2011 Regional In progress
H Partners
g
] 14 w Strengthen SIEC Med. Short 2009 PSCC/SIEC In progress
]
5]
2 Develop Long-term Plan for Statewide Interoperability for voice and data. Med. Med. 2011 PsccC In progress
21 m Develop Long-term Plan for Statewide Interoperability for voice: Med. Med. 2011 PscC In progress
22 m Develop Long-term Plan for Statewide Interoperability for data Med. Med. 2011 PsCC Not started
3 Pevelop & im plem ent L_ong.l-term Funding and Sustainability Strategy for Med. Med. 2011 pscc Not started
interoperable comm unications.
B Complete the Arizona Interagency Radio System (AIRS) by deploying remaining High Short 2008 DPS/WSE In progress
AIRS suites.
Implement, enhance and prom ote functional Regional Systems in support of " . " Regional
s interoperable comm unications. High Ongoing | On-going Pariners In progress
R Upgrade the statewide Microwave (MIW) backbone infrastructure to digital High Long 2017 DPS/WSE In progress
technology.
6.1 m Complete the MM Southern Loop Upgrade. High Short 2009 DPSMSB In progress
=
_gr 62 = Complete the MAN Western Loop Upgrade High Med. 2012 DPSMWSB Not started
]
% 63 = Complete the MAN Morthern Loop Upgrade. High Long 2017 DPSMWSB Not started
8
= 7 Implement the State Strategic Technology Reserve (STR). High Short 2010 ADEM In progress
Upgrade operable communication systems for State Agencies in support of . State Agency
8 interoperable comm unications. High Long 2015 Committes. | '™ Progress
= Implement immediate salutions to enhance operable communication systems for . State Agency
81 State agencies in support of interoperable commurications High Short 2010 Committee | T Progress
= Implement upgrades to operahle communication systerns for State agencies in State Agency
82 support of interoperable communications Med. Long 2015 Committee. | Vot started
“ N . .
& Establish Policies, Standards and Procedures (PSP) Framework, and implem ent .
S e PSPs, including SOP, for interoperable communications. High Med. 2011 PSCCISIEC [ In progress
10 Develop and implement a Training Plan to address interoperable communications. | Med. Med. 2011 PscC New
@, 101 m Develop and implement AIRS Training High Short 2010 PscC Not started
94
f:_ £ 10.2 w Implement COML training program. Med. Med. 2010 TBD Not started
g5
= 10.3 mImplernent COMT training program Med. Med. 2011 TBD Not started
" Develop and implement a strategy for exerclses focused on or incorporating Med. Med. 2011 PSCC New
interoperable comm unications.
h&
23 Create and i an ion and lan in support of
58 | 12 | ¥ an e P PP Med. Med. 2010 Pscc In progress
3 E interoperable communications.
53
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APPENDIX G STATE SHARED SYSTEMS

Shared Systems

“Shared system” refers to a single radio system used to provide service to several public safety
or public service agencies. The results of the 2007 Radio Systems Report show that Arizona
operates on multiple local, regional, and state shared land radio (LMR) systems. The
majority of these systems serving the more rural areas a are conventional VHF or
UHF while the larger metropolitan areas have migrat in the process of migrating, to
800 megahertz (MHz) trunked systems. The State vy Wns operate mostly in the UHF
and VHF radio bands, with some in 700/800 MH

G.1 Regional System: Pima Couqﬂess Integrate

SCIP Initiative Alignment: Initiative #5.7& 9
Governance: PCWIN Executivewagement [

Regional Scope: Pima County

twork (PCWIN)

N

Brief Description of Technology: e PCWIN system will be a
Motorola® Astro25 (P2 2 will incorporate simulcast and
trunking technology rovide the participating
agenC|es with the b : ( bility possible hannel gateways will
[ er state and federal

S System will be augmented by
repeater meet the communications requirements for
ile and portable radios will come from the
planned for twelve dispatch locations.
00 IP radio dispatch console system,
§. Participants will have countywide radio
interoperability.

Network Co Vi . aul communications network will include a
combination of [ county or city owned fiber-optic lines in a ring configuration
to create a highly ckbone for the voice radio system.

Major Initiatives:
¢ Voice and data ra ms (20 fire agencies and 12 police and emergency services

agencies)
e Emergency communications and operations center

Major Milestones:

e September 29, 2009 - executed contract with Motorola® to provide the voice radio
system.

e Fall, 2009 - completed selection of the microwave vendor and are preparing for contract
negotiations.

November 2009 G-1
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e Fall, 2009 — formation of specifications for an Invitation for Bid for physical facility
improvements is nearing completion.

Funding Model: $92 million dollars in bonds for the development, procurement,
implementation and management of a regional public safety radio system.
G.2 Regional System: Regional Wireless Cooperative (RWC)

SCIP Initiative Alignment: Initiative #5.7.3.2

Governance: The City of Phoenix is the Administrative M
role, the City of Phoenix handles many of the administrati
however, the RWC functions as a cooperative with e

federal governmental entities

governance process. Membership is open to all loc )
and tribal entities. Governance is handled by a d'ef Directagiconsisting of one executive
representative from each Member. The board the operatWintenance, planning,

f@ing Member of the RWC. In this

ctions of operating the system;
ber agency participating in the

design, implementation and financing of th

Regional Scope: The RWC system is de d to provide coverage
Maricopa County (~2,000+ square miles). Th erage is gesigned to pr
in-building coverage to public safe standards

EMS responders, as well as othe , , etc.). ionally,
projects are in progress to further e [

enhanced interoperability.
h Ci Safety radio network based on
The ne k is Integrated Voice and Data,

Simulcast, IP Simulca indi : ¢ i consists of six (6) major
simulcast subsyste [ -

majority of
on-street and

Brief Description of
the Project 25, Pha

M design was completed in 2000. Since
pecurred within the coverage area.

Funding Model: O
charge per subscriber

aintenance of the system is funded through a monthly

. The total operating cost is determined and shared among
all subscribers to determi onthly cost. As needed, special assessments may also be
used to fund needs above and beyond standard operating requirements. These would include
system upgrades, supplemental staffing, emergency hardware replacement, etc. Additionally,
as entities join the RWC if build out is required to cover their respective jurisdictional area or
capacity expansion is needed, that is determined during the analysis phase and those costs
may be assessed to the joining agency (or agencies if multiple joining at one time) to facilitate
their transition into the RWC. Once a member, all costs are shared among all participating
agencies and cost allocation determined by the cooperative.
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G.3 Regional System: Telecommunications Open Partnerships for Arizona
(TOPAZ) Regional Wireless Cooperative (TRWC)

SCIP Initiative Alignment: Initiative #5.7.3.2

Governance: The TOPAZ Regional Wireless Cooperative (TRWC) is an unincorporated
association of parties. It has an Administrative Manager (Mesa) and a Board of Directors. The
Administrative Manager appoints an Executive Director with Board approval. All matters are
decided by a numerical vote of the Board of Directors, with wgighted voting allowed as
requested by a member. =N

Regional Scope: The Cities of Mesa and Apache J@ Towns of Gilbert and Queen
Creek, and the Apache Junction Fire District &5

Brief Description of Technology: The TW‘% Prom digital trunk radio systems

of multiple jurisdictions to maximize public saf service-ori communications and
promote interoperability. It creates radio ¢ Areas and asso

administer the area operations, infrastruc nd assets through a s
collaborative planning amongst members.

Area Managers operate their zonegs a separat the overall ork. The
Members within a particular zone ili , expand and/or in se the
capacity of their zone as needed. * 3 responsible for facilitating cost-
within their zone.

d Area Managers that
re that fosters

Major Initiatives:

e Third and Fg ) review an adoption of an IGA to
[ ili [ rmal arrangements with
icipants with the TRWC.

Phoenix.

e March 2007 - F
administrative mo

e September 2007 — dwing unsuccessful negotiation, Phoenix advises Mesa that they
will move forward with the Phoenix administrative model without the City of Mesa.

s the Mesa governmental corporation model to Phoenix

e September 2007 — Mesa moves forward with implementation of the TOPAZ Regional
Wireless Network (TRWC).

Funding Model: Participation in the TRWC requires a financial commitment from each
participating entity. Operational, maintenance, and capital costs are designed to be completely
self funding with each subscriber paying into the TRWC. Other funding is/can be obtained
through special assessment fees and grants. The Administrative Manager administers the
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financial portion of the model, and costs are spread equitably over the TRWC Areas and their
respective system subscribers. Optional services (from Mesa) may include dispatch services
and maintenance services depending upon need.

G4 Regional System: Yuma Regional Communications System (YRCS)

SCIP Initiative Alignment: Initiative #5.7.3.2
Governance: Yuma Regional Communications System (YRCS) Council

Regional Scope: The YRCS covers Yuma County but ha‘nded applications via DPS and
ADOT interoperability as well as interoperability with Califéri@ public safety agencies.

Brief Description of Technology: The YRCS is a Méterela® P-25 ver. 7.2 digital
700/800MHz trunked shared system that serves M ‘the Yuma Region. As of
2009, there are 493 mobile and 934 portable ra&

The system utilizes 60 channels across hu f which are encrypted,
to enable robust operable and interopera ately 37 public safety
and service agencies and disciplines. Spec lic safety
agencies in Yuma County at the local, tribal, a rt for U.S. Army
and Marine operations. The YRGS8hadditionally p perability servi o all locally
represented federal agencies.

Major Initiatives and Milestones: \d

Funding Model: The Y& nera s and various grants. An
Intergovernmental Ag > ace ovide for fees that pay for
radio technical sug anct ice'¢aptract.
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APPENDIXH REFERENCES

SECTION 1

Arizona Statute A.R.S. §41-1830.41 and §41-1830.42;
http://azgita.gov/psic/about/law.htm

- Arizona Statute A.R.S. §41-3541 and §41-3542; mﬁita.qov/psic/about/law.htm
SECTION 2 2

SECTION 3

y 4
Arizona Indian Affairs; http://www.indianaffair .Sz us/tribes of arizona.asp

Public Safety Communications Advi
http://www.azgita.gov/psic/meeting

Arizona Statute A.R.S. §41-1830.41 an
http:/azgita.gov/psic/aboutdaw.htm

Public Safet [ s Advisory Commission (PSCC);
http://www.azgi out/commission.htm

PSCC Public Meeti

PSCC and SIEC Working Group Information;
http://www.azgita.gov/psic/about/commission.htm

Arizona Open Meeting Laws (A.R.S. §38-431) Open Meeting Laws;
http://www.azleg.state.az.us/FormatDocument.asp?inDoc=/ars/38/00431.htm&Title=38&
DocType=ARS

AIRS State Plan, Channel Plans, and Memoranda of Understanding (MOU);
http://www.azgita.gov/psic/library/airs/AIRS MOU.pdf

es; http://www.azgita.gov/psic/meetings/minutes.htm
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- Arizona Mutual Aid Compact;
http://www.dem.azdema.gov/logistics/docs/mutualaid/Final AZ Mutual Aid Compact08.

pdf

- Arizona Mutual Aid Signatories;
http://www.dem.azdema.gov/logistics/docs/mutualaid/signatories.pdf

= NIMS compliant in accordance with Arizona’s Governor’s Executive Order EO2005-08;
http://azmemory.lib.az.us/cdm4/item viewer.php?CISOROOT=/execorders& CISOPTR=
471&CISOBOX=1&REC=8 PR

- Homeland Security Presidential Directive 5 (HSPD,
http://www.dhs.gov/xabout/laws/gc 119989412 tm#1

- National Response Framework; httg://www.fvo ergency/nrf/

- AIRS SOP; http://www.azqita.qov/psic/,i?s/defaul\
- Arizona Field Operations Guide;

http://azchiefs.publicaware.com/As

= VHF, One Page Document Minimum C
Range, Narrowband Capability and P-25

- UHF, One Page Document Mi
Range, Narrowband Capability

; ) . paredneVinqcalendar/webcal.html
( N edfiess/trafhing/training. htm

APPENDIX B
= Arizona Com
APPENDIX D

- Arizona Department ofPublic Safety, Wireless Systems Bureau;
http://www.azdps.gov/About/Organization/Criminal Justice Support/Wireless Systems/
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APPENDIX [ GLOSSARY

Acronym
AAR
ADEM
AIRS
AOHS
AZ
AZDOHS
AZPOST
BIDP
BLM
CAP
CASM
COG
COML
coMT
ConOps
DEMA
DHS
DoD
DPS

EMI Lo

EMSCOMUA.

EMT ‘ Emergency I‘I Te‘ns
EO ‘hecutive Order‘

-m

Definition

After Action Report
Arizona Division of Emergency Management
Arizona Interagency Radio System

Arizona Office of Homeland Security
Arizona

Arizona Department of Homeland Securityg  ~
Arizona Peace Officers Training and Stmy
Border Interoperability DemonstratigAtPegfect
Bureau of Land Management

e 4
Corrective Action Plan ‘
Communication Assets Survey andmp

Continuity of Governgfiénts
Communications Unit“
Communications Unit T&\w
Concept of Operations
Arizohof Emer&y and
U,ment‘\ Seglirity
D‘went of Defer‘
ArizMa rtment <‘)Iic Safet

cy
EmeMemrvice

EmergenMica&e Communicatli

S

A N

EOC ency Operat‘Centerv

EOP Er’r‘wy Operati.an

FCC Feder&mu‘s Commission

FPIC Federal PMr Interoperable Communications

GITA Government M’lation Technology Agency

HSEEP Homeland Security Exercise and Evaluation Program

HSPD-5 Homeland Security Presidential Directive 5

IARS Interoperable Arizona Radio System (Predecessor to AIRS)
ICS Incident Command System

ICTAP Interoperable Communications Technical Assistance Program
IECGP Interoperable Emergency Communications Grant Program
IGA Intergovernmental Agreement
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Acronym
IP

IWG
JLBC
LEPC
LETPP
LMR
MCC
MCDEM
MCU
MCV
MHz
MMRS
MOA
MOU
NCC
NEPA
NGA
NGO
NIMS
NNALEA
NPSTC
NRF
NTIA

OEC y -

opsaf
PCWIN
PL

Definition

Improvement Plan

Interoperability Workgroup

Arizona Joint Legislative Budget Committee
Local Emergency Planning Committee

Law Enforcement Terrorism Prevention Program
Land Mobile Radio

Mobile Communications Center

Maricopa County Department of Emergency Man
Mobile Communications Unit
Mobile Command Vehicle
Megahertz

Metropolitan Medical Response Sysiém 5

Memoranda of Agreement '

Memoranda of Understanding'

National Coordination Committee

National EnvironmengahPolicy Act ‘

National Governor’s w
Non-Governmental Org&‘
National Incident Manage-l‘ Sy_‘
Natiowrican La‘forcm
Na’blicﬁelecom&cam
MResponse F‘work V

ions Infor‘n Association ..

Nat‘elecommul

NWCG _mmpational Wildfire Codidifiting Group O
i ions

f Em

meggeficy Communigations
Pima Cou iremegrated Neth

‘ Private Line‘ ‘

POC ‘m)nt of Contact‘ ‘

PSCC ic Safety Com‘cationmwsory Commission

PSIC Pu fety Intero ble Communications

PSP PoIiciMdar‘edures

PSWAC Public Safi Advisory Committee

R4C Four Corners'eland Security Coalition

RAC Regional Advisory Councils

RECCWG Regional Emergency Communications Coordination Working Group
RFP Request for Proposal

RICO Racketeer Influenced and Corrupt Organizations Funding

RICP Regional Interoperable Communications Plan

RWC Regional Wireless Cooperative

SAA State Administrative Agency
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Acronym
SAIC

SCIP
SHSGP
SIEC

SME

SOoP

STR
SWBCWG
SWIC
TCA

TEP
TEPW
TICP
TOPAZ

TOPOFF
TRWC
TVE
UASI
UHF
VHF
WSB
YRCS

N

Definition

Science Applications International Corporation
Statewide Communications Interoperability Plan

State Homeland Security Grant Program

Statewide Interoperability Executive Committee

Subject Matter Expert

Standard Operating Procedures

Strategic Technology Reserve S

Southwest Border Communications Working Grou
Statewide Interoperability Coordinator y 4

Target Capability Assessment -n
Training and Exercise Plan A 4

N

R N
A N
A N
Training and Exercise Plan Workshop§iass” A N
Tactical Interoperable CommunMan “

Telecommunications Open ParM)s for Arizona (see TRWC tr‘
Top Officials exercise intended to ’&e nation’s
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APPENDIX J DHS SCIP CRITERIA CROSS

REFERENCE

CRITERIA

Number

1.0 Background and Preliminary Steps

1.1 Provide an overview and background informﬂthe state and its 2.0,A1,A2
regions. Include geographic and demongatlon.

1.2 List all agencies and organizations tMpatedWeloping the A3
plan i,

1.3 Identify the point of contact. D cts that each state ave a 1.0
full time interoperability coord he coordinator should
represent or be affiliated with an partlcular discipline and
not have to balance the coordinato jes with

1.4 Describe the comm ns and inte nvironment of the‘v 0
current emergency re fort.

1.5 Include a problem definit

ible sol that addresses the
challengeﬁ ified i i rabilit |n the SAFECOM

Interop.

1.6 Idm Tactic eroperaWP‘ the state.  4.2.3
1.7 Se‘ope and tlr‘me of t' ‘ 55
2.0 Strategy
2.1 S, ar‘[ectives for improving 5.2,5.3,5.4,
e mmunications statewide, 5.7
ns within the state.
2.2 Provide a st ic p rcoord|nat|on with neighboring states. If 5.71.2
kppllcable inc a pla coordination with neighboring countries.
2.3 ide a strategi n for‘essmg data interoperability in addition = 5.7.1.2
to interopera
2.4 addressing catastrophic loss of 5.71.2
by developing redundancies in the
2.5 Describe hoprlan is, or will become compliant with the National 5.6
Incident Management System (NIMS) and the National Response
Plan.
2.6 Describe a strategy for addressing communications interoperability 57.1.2
with the safety and security elements of the major transit systems,
intercity bus service providers, ports, and passenger rail operations
within the state.
2.7 Describe the process for periodic review and revision of the state plan. 3.4
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CRITERIA
Number

3.0
3.1

3.2

3.3
3.4

4.0
4.1

4.2

4.3

4.4

5.2

5.2.1

Methodology

Describe the method by which multi-jurisdictional, multi-disciplinary 3.0,3.1,3.3
input was provided from all regions of the state. For an example of a

methodology that ensures input from all regions, see the Statewide

Communication Interoperability Plan, or SCIP, methodology developed

by SAFECOM.

Define the processes for continuing to have Iocﬁand for building = 3.3, 3.4,5.3
local support of the plan. y 4

y 4
Define how the TIC Plans were incorporatefifitoithe statewide plan. 423

Describe the strategy for implementinmmpone‘of the statewide 5.7
yF X A Y

plan. Ly .

Governance

Identify the executive or legisl uthority for the governian 41.1,4.1.2,
the interoperability effort. y | N Appendix C

Provide an overview ghthe governan will oversee 4.1
development and im trate how it is

tion of the .}
representative of all th emergen ponse disciplines and
regions in the state.

Provide r for the rnin andMe charter to state  4.1.2
i , responsiilities, a ‘

4.1.2,41.3,
Appendix D

according
tions inter

“Providie,a meitig sehedUieeithe govaring body. 412,413
A %

Describ ti-jurigdictional, mWy agreements needed for  4.1.4
decision- an sharing resources.

Technology

de a statewi pab@assessment (or a plan for one) which 4.0,4.3,4.3.6

unications equipment and related

t a minimum, this should include types of radio
ent management systems, the manufacturer,
ents for each major emergency responder

e state. Ultimately, more detailed information will
be required to plete the documentation of a migration strategy.
States may use the Communications Asset Survey and Mapping
(CASM) tool to conduct this assessment.

Describe plans for continuing support of legacy systems, and 5.7.3.2,
developing interfaces among disparate systems, while migrating to 5.7.3.3,
newer technologies. 5.7.3.5

Describe the migration plan for moving existing technologies to newly 5.71.2
procured technologies.
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CRITERIA

Number

5.2.2 Describe the process that will be used to ensure that new purchases 5.7.1.2,
comply with the statewide plan, while generally allowing existing 5.7.3.5
equipment to serve out its useful life.

6.0 Standard Operating Procedures

6.1 Include an assessment of local, regional, and state operating 42,423,
procedures that support interoperability. ] 424

6.2 Define the process by which the state, regions alities will 42,421,
develop, manage, maintain, upgrade, and ¢ ate SOPs as 5.7.2.1
appropriate. ===

6.3 Identify the agencies included in the Mﬁent&Ps and the 42,421,
agencies expected to comply wﬂhﬂos ‘ 423

6.4 Demonstrate how the SOPs am’ompliant in terms e ICS 422
and preparedness. '

7.0 Training and Exercises

7.1 Define the process y@which the stat

anage, malnt 44,441,
and upgrade, or coo S approprl wide training and b 741,
exercises program. 5.74.2

7.2 Describe the process fo equmnM; and exercises, 4.4.1,4.4.2,
as weII tification WI|| ed 4.43,4.4.4,
445

7.3 E’w the pro ensurwwmmplmary 44,441

8.0 Usage

8.1 ‘ﬁscnbe lan f ing regula ge of the relevant equipment = 4.5.1, 4.5.2,
SO inter ability. 453

9.0 Funding

9.1

Identify co es of funding, 3 the process for identifying 5.1.1,5.1.2,
and securing t an -term funding. 5.71.3
‘

9.2 lude a plan fo deve\ent of a comprehensive funding 5.71.3
y. The plan uld include a process for identifying ongoing
sources, a ated costs, and resources needed for project
nt and aging active projects.

10.0 Implementation

10.1 Describe theMzed action plan with short- and long-term goals for | 5.7
achieving the objectives.

10.2 Describe the performance measures that will allow policy makers to 5.7
track the progress and success of initiatives.

10.3 Describe the plan for educating policy makers and practitioners on 5.7.5.1
interoperability goals and initiatives.

10.4 Describe the roles and opportunities for involvement for all local, state, = 5.7
and tribal agencies in the implementation of the statewide plan.
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CRITERIA
Number

10.5

10.6
10.7
11.0

Establish a plan for identifying, developing, and overseeing operational
requirements, SOPs, training, technical solutions, and short- and long-
term funding sources.

Identify a POC responsible for implementing the plan.
Describe critical success factors for implementation of the plan.
PSIC Requirements

Describe how public safety agencies will planMdinate, acquire,
deploy and train on interoperable communi equipment, software

and systems that:
1) utilize reallocated public safety‘hmbh@pectrum in
ation systemsMn utilize

reallocated public safety spec

3) otherwise improve or a
Describe how a Stra chnology R) will be
established and imple i secure interoperable
communications in adva i entin an
emergencx“ major dlsas‘ ‘

T erable
la process

the 700 MHz frequency band
radio communicatio
e the interoperability of p
safety communications systems tilize othemblic safety

2) enable operability with co
spectrum bands. o~ y. ‘

5.0

1.0,4.1.1
5.7

3.2,5.7.1.2,

5.7.3.1,
5.7.3.2,
5.7.3.3,
5.7.3.4,
5.7.3.5

1.0, 3.3,

Appendix B

1.0, 3.3

.3.5,5.7.3.4
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